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CYBER THREAT INTELLIGENCE REPORT:
APT29 (COZY BEAR)

Report Classification: OSINT-Based Threat Intelligence

Intended Audience: Security Teams, IT Management, NGOs, Think Tanks
Report Date: March 2025

Author: Mark iVan

Threat Level: CRITICAL

APT29 (also known as Cozy Bear, The Dukes, Midnight Blizzard and NOBELIUM) is a highly
sophisticated cyber espionage group linked to the Russian intelligence apparatus. The group
targets government, think tanks, research organizations, and cloud-based services worldwide.
Their operations demonstrate long-term persistence, advanced operational security, and a focus
on credential theft, cloud exploitation, and supply chain compromise.

Current Threat Status

« APT29 remains actively engaged in targeting organizations with cloud infrastructure,
focusing on Microsoft 365 and other Saa$ platforms.

* Recent campaigns (2024-2025) show the group using phishing, OAuth token theft, MFA
fatigue attacks, and DLL sideloading to maintain persistence and evade detection.

« The group is known for leveraging supply chain attacks, exemplified by the SolarWinds
compromise, and continues to exploit software vulnerabilities for lateral movement and
data exfiltration.
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Key Risks to Organizations

Organization Type Risk Level Primary Concern
Government Agencies CRITICAL Direct targeting for intelligence gathering
Diplomatic Entities CRITICAL Pohjucal intelligence and diplomatic

espionage
I Inf , :
¢ Ou.d nirastructure CRITICAL Supply chain access affecting thousands
Providers
NGOs & Think Tanks HIGH Policy research, diplomatic intelligence
Research Institutions HIGH Intellectual property theft (vaccine, defense
research)
Political Organizations HIGH Election interference, political intelligence
Defense Contractors HIGH Supply chain compromise, technology theft
Technology Companies MEDIUM Cloud infrastructure, software supply chain

Why This Matters

APT29 operations are highly targeted, persistent, and sophisticated, posing a critical cyber
espionage risk. Organizations lacking multi-layered defense, monitoring, or threat intelligence
integration are particularly vulnerable. Immediate and coordinated security measures—especially
multi-factor authentication, cloud monitoring, and incident response readiness—are essential to
mitigate exposure and limit potential damage.

THREAT ACTOR PROFILE

Attribution & Organizational Context

Attribute Details

Primary Name APT29

Cozy Bear, The Dukes, Midnight Blizzard, NOBELIUM, UNC2452, UNC3524,

Alternative Names | | 52 ron, YTTRIUM. Dark Halo, SolarStorm

Attribution Russian Foreign Intelligence Service (SVR)

Attribution

) HIGH - Official statements from CISA, FBI, UK NCSC, GCHQ, NATO
Confidence

MITRE ATT&CKID | GOO16

Operational Period | Since at least 2008 (16+ years continuous operations)

Current Status Extremely active (2023-2025)

Support the organization’s activities: https://donate.shum-ng.org/
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Strategic Motivation & Objectives

APT29 operates as a strategic intelligence collection asset for the Russian state. Primary objectives
include:

1. Political Intelligence - Monitoring NATO member states, EU institutions, political opposition

2. Diplomatic Espionage - Targeting foreign ministries and international organizations

3. Technology Intelligence - Monitoring cloud infrastructure, software development,
emerging technologies

4. Research Targeting - Collecting intelligence on vaccine development, defense research,
critical infrastructure

5. Strategic Advantage - Long-term access for potential disruption or influence operations

Typical Target Profile

Primary Targets: Tertiary Targets:

« U.S. Federal government agencies and * NGOs and international organizations
departments « Academic institutions with strategic

* NATO member state governments research

« European Union institutions  Financial institutions with geopolitical

» Diplomatic missions and foreign ministries exposure

Defense contractors and military research

Secondary Targets:

« Think tanks and policy research institutions
 Cloud service providers and SaaS platforms

« Pharmaceutical and vaccine research organizations
Technology companies and software vendors
Managed service providers and IT consultants

Evolution of TTPs Over Time

Period Key Characteristics Notable Campaigns

Email-based spear-phishing, custom malware

2008-2015 (PowerDuke, POSHSPY) Early government targeting
2015-2018 Credential harvesting, lateral movement, Widespread government

persistence focus compromise

Supply chain targeting, SolarWinds compromise, | SolarWinds (18,000+
2018-2020 .

cloud focus organizations)

Cloud infrastructure exploitation, OAuth token Microsoft Exchange, government
2020-2023 .

theft, MFA bypass email systems

HTML smuggling, DLL sideloading, advanced German political parties,
2023-2025 ) , : . .

evasion, cloud-native attacks diplomatic targeting

Support the organization’s activities: https://donate.shum-ng.org/
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TECHNICAL ANALYSIS: TTPs

MITRE ATT&CK Framework Mapping

APT29 employs a comprehensive toolkit spanning the entire attack lifecycle. Below is a detailed
analysis of primary techniques:

INITIAL ACCESS

T1566: Phishing

Technique Description:
APT29 uses highly targeted spear-phishing campaigns with sophisticated social engineering.
Recent campaigns demonstrate evolution from generic phishing to context-specific pretexting.

How It Works:

+ Crafted emails with organizational context and authority
« Attachments: Office documents with macros, RDP files, ZIP archives, HTML files

« Recent campaigns (2024) used RDP files masquerading as legitimate configuration
documents

« Example: "AWS IAM Compliance Check.rdp" targeting cloud administrators

OSINT Evidence:

« October 2024 campaign: 100+ organizations targeted across US and Europe

« March 2024 German political parties: Fake dinner invitations directing to malicious ZIP
downloads

+ Consistent use of typosquatting domains (e.g., "waterforvoiceless.org")

Defensive Implication:

« Implement advanced email filtering with sandboxing

+ Block executable file types (.exe, .dll, .scr, .rdp)

+ Deploy URL rewriting and click-time protection

« Implement DMARC/SPF/DKIM for domain authentication

Conduct regular phishing awareness training
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T1110: Brute Force (Password Spray)

Technique Description:
APT29 conducts large-scale credential testing against multiple accounts, targeting legacy/test
accounts with weak security posture.

How It Works:

+ Tests common passwords against user accounts

* Exploits lack of MFA enforcement on non-production systems

« November 2023 Microsoft breach: Attackers sprayed against legacy test tenant accounts
* No vulnerability exploited—pure credential brute force

OSINT Evidence:

» Microsoft breach (Nov 2023-Jan 2024): Initial access via password spray against test
accounts

« Demonstrates APT29 focus on account permission mismanagement

« Effective against organizations with inconsistent MFA policies

Defensive Implication:

« Enforce MFA on ALL accounts, including test/legacy systems

« Implement account lockout policies (e.g., 5 failed attempts = 30-minute lockout)
« Monitor for unusual authentication patterns

+ Audit and remediate test/legacy accounts

T1195: Supply Chain Compromise

Technique Description:
APT29 compromises software vendor build environments and injects malware into legitimate
software updates, distributing to thousands of organizations automatically

How It Works:
« Compromise vendor development/build infrastructure

+ Inject malware into legitimate software updates
+ Distribute via automatic update mechanisms
+ Affects all customers of compromised vendor

OSINT Evidence:
+ SolarWinds Orion (2020): SUNBURST backdoor embedded in updates (Feb 2020 - April
2021)
« SUNSPOT injector malware: Compromised SolarWinds build environment
+ Affected organizations: US Treasury, Commerce, DHS, Microsoft, Intel, numerous
government agencies
« Impact: 18,000+ organizations compromised

Defensive Implication:
« Implement software supply chain verification
« Monitor vendor software behavior for anomalies
« Implement software bill of materials (SBOM) requirements
« Audit critical vendor security practices
« Segment vendor software from critical systems
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EXECUTION

T1059.001: PowerShell

Technique Description:
APT29 uses obfuscated PowerShell scripts for command execution, leveraging legitimate Windows
tools (living-off-the-land approach).

How It Works:

» Obfuscated PowerShell scripts for command execution
« Scripts encoded/encrypted to evade detection
* Used for lateral movement and data collection

+ Blends with normal administrative activity

OSINT Evidence:

« PowerDuke malware family (2016+) uses PowerShell for execution
» POSHSPY backdoor (2015+) provides remote PowerShell access
« Detected in multiple campaigns through YARA rules

Defensive Implication:

» Enable PowerShell script block logging

Implement constrained language mode for non-admin users

Monitor for suspicious PowerShell execution patterns

Alert on Base64-encoded commands

Restrict PowerShell execution via AppLocker/WDAC

Support the organization’s activities: https://donate.shum-ng.org/



https://donate.shum-ng.org/

Sk}

T1204: User Execution

Technique Description:
Victims are tricked into executing malicious files through social engineering. Delivery mechanisms
include trojanized archives, macro-enabled documents, and RDP files.

How It Works:

+ User receives phishing email with attachment

+ Attachment contains malicious executable or macro
« User executes file, triggering malware installation

« Appears as legitimate user action

OSINT Evidence:

+ Trojanized ZIP archives containing executable pairs

* Macro-enabled Office documents with embedded payloads
+ RDP files with embedded commands

« HTML files with JavaScript-based droppers

Defensive Implication:

* Block executable file types in email

Implement application allowlisting

Monitor for suspicious file execution patterns
Deploy behavioral EDR detection

User awareness training on file execution risks

T1574.002: DLL Side-Loading

Technique Description:
APT29 places malicious DLL in a directory with a legitimate application. Application loads malicious
DLL instead of legitimate version, appearing as legitimate process execution.

How It Works:

» Place malicious DLL in same directory as legitimate executable

« Exploit Windows DLL search order (current directory searched first)
 Legitimate application loads malicious DLL

« Malware executes with application privileges

OSINT Evidence:

» GrapelLoader (March 2025): ppcore.dll sideloading detected

« WineLoader (April 2025): vmtools.dll masquerading as VMware component
* Persistence mechanism for long-term access

« Difficult to detect without proper DLL monitoring

Defensive Implication:

« Implement DLL search order hardening
Monitor for unsigned DLL loading

Implement code integrity checks

Monitor for DLL files in user-writable directories
Deploy YARA rules for known malware DLLs
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PERSISTENCE

T1053.005: Scheduled Tasks

Technique Description:
APT29 creates scheduled tasks for malware execution, configured to run at system startup or on
schedule. Security descriptors are deleted to hide from detection.

How It Works:

 Create scheduled task with malware executable

« Configure to run at system startup or on schedule
 Delete security descriptors to hide from detection
* Survives system reboots

OSINT Evidence:

« FatDuke malware uses scheduled tasks for persistence
+ Detected in multiple campaigns through registry analysis
« Difficult to detect without proper logging

Defensive Implication:

* Monitor scheduled task creation and modifications

* Maintain detailed audit logs (Event ID 4698, 4699, 4700, 4701)
+ Alert on suspicious task names or timing

« Implement task execution monitoring

* Regular audit of existing scheduled tasks

T1547.003: WMI Event Subscriptions

Technique Description:
APT29 creates WMI event subscriptions for malware execution, triggered on system events. This is
a fileless persistence mechanism difficult to detect.

How It Works:

* Create WMI event subscription

« Trigger on system events (logon, process creation, etc.)
+ Execute malware when event occurs

* Fileless persistence mechanism

OSINT Evidence:

« Used in multiple APT29 campaigns for persistence
« Detected through WMI event log analysis
+ Part of advanced persistence toolkit

Defensive Implication:

* Enable WMI event logging

Monitor for suspicious WMI subscriptions
Alert on WMI event consumer creation
Reqular audit of WMI subscriptions

« Implement WMI access restrictions



https://donate.shum-ng.org/

SRIN}

T1098.003: Cloud Account Manipulation

Technique Description:
APT29 creates new cloud service accounts or modifies existing account permissions to establish
persistent cloud-based access.

How It Works:
* Create new Azure AD or AWS service accounts
» Modify existing account permissions
« Add device registrations to MFA systems
* Establish persistent cloud-based access

OSINT Evidence:
» Microsoft breach (Jan 2024): Attackers created new cloud accounts for persistence
« Azure AD device registration abuse documented
« OAuth token theft for long-term access

Defensive Implication:
* Monitor cloud account creation and modifications
« Implement conditional access policies
* Audit device registrations
« Monitor for unusual service principal creation
« Implement privileged access management (PAM) for cloud accounts

CREDENTIAL ACCESS

T1003.001: OS Credential Dumping (LSASS)

Technique Description:
APT29 extracts credentials from Windows memory (LSASS process) using tools like Mimikatz. This
enables lateral movement with valid credentials.

How It Works:

Access LSASS process memory

* Extract plaintext passwords and NTLM hashes
« Harvest Kerberos tickets

« Use credentials for lateral movement

OSINT Evidence:

* Mimikatz usage documented in multiple APT29 campaigns
« LSASS dumping detected in post-compromise analysis
+ Standard technique in APT29 toolkit

Defensive Implication:

« Implement credential guard on Windows systems
Restrict LSASS memory access

Monitor for credential dumping tools

Alert on LSASS access patterns

« Implement memory protection mechanisms
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T1528: Steal Application Access Token (OAuth)

Technique Description:
APT29 steals OAuth tokens from compromised systems to access cloud services without re-
authentication, bypassing MFA protections.

How It Works:
« Steal OAuth tokens from compromised systems
« Use tokens to access cloud services
* Bypass MFA protections
« Access email, files, and other cloud resources

OSINT Evidence:
» Microsoft breach: OAuth tokens harvested from compromised accounts
+ Used to access Office 365 mailboxes and cloud storage
« Enables long-term access without password changes

Defensive Implication:
« Implement token binding
» Monitor token usage patterns
« Implement conditional access policies
« Monitor for unusual cloud API calls
» Implement token expiration policies

T1621: Multi-Factor Authentication Fatigue

Technique Description:
APT29 repeatedly sends MFA push notifications to users, who eventually accept to stop alerts. This
bypasses MFA protection.

How It Works:

+ Obtain valid credentials through password spray or phishing
« Attempt login with valid credentials

Repeatedly send MFA push notifications

« User eventually accepts notification to stop alerts

* Attacker gains access

OSINT Evidence:

« Documented in multiple recent campaigns
+ Effective against push-based MFA (Microsoft Authenticator, Duo)
* Requires valid credentials first

Defensive Implication:

« Implement hardware security keys (FIDO2)
* Implement number matching in MFA
Monitor for unusual MFA activity
Implement MFA push notification limits
Alert on multiple failed MFA attempts
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DEFENSE EVASION

T1027.001: Obfuscation & Encoding

Technique Description:

APT29 encodes malware payloads in Base64, hex, or custom encryption. Uses steganography and
HTML smuggling to bypass email gateways.

How It Works:

* Encode malware payloads in Base64 or custom encryption
+ Use steganography to hide payloads in images

+ Obfuscate code to evade signature detection

« HTML smuggling to bypass email gateways

OSINT Evidence:

* EnvyScout (December 2024): HTML smuggling with Base64 encoded payloads
* YARA rule: HTML_Smuggling_A detects this technique
« Effective against traditional email security

Defensive Implication:

« Implement behavioral analysis

Deploy sandboxing for suspicious files
Implement advanced threat detection
Monitor for Base64-encoded scripts in email
Alert on HTML files with embedded JavaScript

T1090.004: Domain Fronting with Tor

Technique Description:

APT29 uses legitimate CDNs (CloudFlare) to mask C2 infrastructure and routes traffic through Tor
for anonymization.

How It Works:

+ Use legitimate CDN to mask C2 infrastructure

* Route traffic through Tor for anonymization

« Appears as legitimate traffic to security tools

« Difficult to block without breaking legitimate services

OSINT Evidence:

* FireEye documented APT29 domain fronting techniques (2017+)
« Continued use in recent campaigns
« Infrastructure pattern: compromised domains + Tor + CDN

Defensive Implication:

« Implement DNS filtering

Monitor for Tor usage

Implement advanced network detection
Monitor for suspicious HTTPS traffic patterns
Alert on connections to known Tor exit nodes
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T1036.004: Legitimate Tool Abuse (Living-off-the-Land)

Technique Description:
APT29 uses legitimate tools (PsExec, RDP, WinRM) for lateral movement, blending in with normal
administrative activity.

How It Works:
+ Use legitimate administrative tools
» Blend in with normal administrative activity
« Difficult to detect without behavioral analysis
« Tools: Mimikatz, BloodHound, Cobalt Strike, Impacket

OSINT Evidence:
+ Cobalt Strike detected in WineLoader, GrapeLoader samples
» PsExec usage in lateral movement
 Standard post-compromise toolkit

Defensive Implication:
« Implement behavioral monitoring
* Restrict tool usage via allowlisting
« Monitor for suspicious administrative activity
 Alert on unusual tool execution patterns
« Implement privileged access management

LATERAL MOVEMENT & EXFILTRATION

T1021: Remote Services (RDP, WinRM, SSH)

Technique Description:
APT29 uses remote access protocols for lateral movement within compromised networks.

Defensive Implication:

» Restrict RDP access to administrative networks

« Implement network segmentation

* Monitor for unusual RDP connections

« Implement conditional access for remote services
 Alert on RDP from unusual locations

T1041: Exfiltration Over C2 Channel

Technique Description:
Data exfiltration occurs through established C2 channels using encrypted communication.

Defensive Implication:
« Implement data loss prevention (DLP) controls
« Monitor for unusual data access patterns
 Audit cloud storage sharing permissions
« Implement egress filtering and monitoring
« Deploy file integrity monitoring
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Summary: MITRE ATT&CK Coverage

Phase Primary Techniques Frequency
Initial Access Spear-phishing (T1566), Password spray (T1110), Supply chain Very High
(T1195)
Execution PowerShell (T1059), DLL sideloading (T1574), User execution Hiah
(T1204) g
Persistence Scheduled tasks (T1053), WMI subscriptions (T1547.003), Hiah
Cloud accounts (T1098) 9
Credential Access OS.credentlaI dumping (T1003), OAuth theft (T1528), MFA Very High
fatigue (T1621)
. Obfuscation (T1027), Domain fronting (T1090), Legitimate .
Defense Evasion tools (T1036) Very High
Lateral Movement RDP (T1021.001), SMB (T1021.002), WinRM (T1021.006) High
Data Collection Email collection (T1114), File discovery (T1083) Very High
Exfiltration C2 channel (T1041), Alternative protocols (T1048) High

Support the organization’s activities: https://donate.shum-ng.org/
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ATTACK CHAIN / KILL CHAIN NARRATIVE

Scenario: Cloud Infrastructure Targeting Campaign

This realistic attack chain represents APT29's typical methodology for compromising cloud-first
organizations. Based on publicly disclosed incident analysis.

PHASE 1: RECONNAISSANCE & TARGETING (Weeks 1-2)

Objective: Identify targets and gather intelligence

Step 1: Target Identification

« APT29 identifies target organization (e.g., cloud infrastructure provider, government agency)
« OSINT gathering: LinkedIn, company websites, GitHub repositories

+ Identifies key personnel: Cloud architects, Azure administrators, security engineers

* Collects email addresses and organizational structure

Step 2: Infrastructure Preparation

* Registers lookalike domains (e.g., "aws-compliance-check.com")
« Compromises legitimate websites for malware hosting

* Sets up C2 infrastructure with domain fronting and Tor

* Prepares phishing templates and malware payloads

Detection Opportunity:

* Monitor for domain registrations mimicking your organization
* Track suspicious domain registrations in your industry
« Monitor for compromised websites hosting malware

PHASE 2: INITIAL COMPROMISE (Week 3)

Objective: Deliver malware to target systems
Step 3: Spear-Phishing Delivery
* Sends targeted email to cloud administrator
* Subject: "AWS IAM Compliance Check Required"

« Attachment: "AWS_IAM_Compliance_Check.rdp" (malicious RDP file)
« Email appears to come from legitimate AWS domain (spoofed)

Step 4: User Interaction

« Administrator opens RDP file

* RDP file contains embedded command to download WineLoader backdoor
» WineLoader executes silently in background

* User sees legitimate RDP connection attempt (social engineering)

Detection Opportunity:

* Monitor for unusual RDP file attachments in email gateways

* Alert on RDP files from untrusted sources

* Monitor endpoint for unexpected RDP client initiation from email processes
« Implement email sandboxing for RDP files

Support the organization’s activities: https://donate.shum-ng.org/
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PHASE 3: INITIAL ACCESS & PERSISTENCE (Day 1)

Objective: Execute malware and establish persistence

Step 5: Malware Execution

« WineLoader backdoor executes with user privileges
* Establishes persistence through:

* Scheduled task creation (runs daily at 2 AM)

* Registry Run key modification

» DLL sideloading setup (vmtools.dll)

Step 6: C2 Communication

* WineLoader connects to C2 server via HTTPS

* Uses domain fronting through CloudFlare CDN

* Tor routing for anonymization

 Sends system information: hostname, username, OS version, installed software

Step 7: Reconnaissance

» (2 sends reconnaissance commands
* Attacker gathers:
* Local network information (ipconfig, arp)
* User privileges (whoami, net user)
« Domain information (nltest, dsquery)
« Installed security software

Detection Opportunity:

» Monitor for scheduled task creation with suspicious names
« Alert on registry modifications to Run keys

« Monitor for unusual process execution patterns

Alert on unexpected outbound HTTPS connections
Monitor for Tor traffic from corporate network

PHASE 4: PRIVILEGE ESCALATION & LATERAL MOVEMENT (Days 2-5)

Objective: Expand access within network

Step 8: Privilege Escalation

« Attacker identifies privilege escalation opportunity
* Exploits Windows vulnerability or misconfigurations
* Gains SYSTEM-level privileges

« Enables access to sensitive system areas

Step 9: Credential Harvesting

* Attacker dumps LSASS process memory using Mimikatz
* Extracts plaintext passwords and NTLM hashes

+ Harvests Kerberos tickets for service accounts

+ Identifies cloud service account credentials

Support the organization’s activities: https://donate.shum-ng.org/
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Step 10: Cloud Credential Theft

 Attacker searches for cloud credentials in:
 Browser password stores
» PowerShell history
« Configuration files (.aws/credentials, .azure/config)
« Environment variables
* Discovers Azure AD service principal credentials
« Obtains Office 365 admin account credentials

Step 11: Lateral Movement to Cloud

« Uses stolen credentials to access Azure AD

* Logs into Office 365 with compromised admin account
* Creates new cloud service account for persistence

* Registers new device in Azure AD for MFA bypass

Detection Opportunity:

* Monitor for LSASS access attempts

* Alert on Mimikatz-like behavior patterns

* Monitor for unusual PowerShell execution

* Alert on suspicious cloud account login locations/times
« Monitor for new service principal creation

* Alert on unusual OAuth application permissions

PHASE 5: PERSISTENCE & DEFENSE EVASION (Days 6-10)

Objective: Maintain access and avoid detection

Step 12: Cloud Persistence

* Creates new Azure AD service principal with high privileges
 Adds OAuth application registration for long-term access

» Modifies conditional access policies to allow suspicious logins
+ Disables security alerts and audit logging

Step 13: Hybrid Identity Compromise

» Modifies AD FS (Active Directory Federation Services) configuration
» Installs FoggyWeb backdoor for persistent access

* Creates SAML token signing certificate backdoor

« Enables access even if on-premises credentials are reset

Step 14: Defense Evasion

* Disables MFA for compromised accounts

» Modifies audit logs to remove evidence

* Deletes scheduled task security descriptors
* Clears PowerShell history and event logs

Support the organization’s activities: https://donate.shum-ng.org/
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Detection Opportunity:

« Monitor for conditional access policy modifications
* Alert on MFA disablement

* Monitor for unusual audit log modifications

* Alert on service principal creation by non-admins

* Monitor for SAML token anomalies

PHASE 6: DATA COLLECTION & EXFILTRATION (Days 11-30)

Objective: Collect and exfiltrate intelligence

Step 15: Email Collection

+ Accesses Office 365 mailboxes using stolen credentials
+ Searches for sensitive emails:

« Government communications

* Diplomatic correspondence

* Technical specifications

* Financial information
+ Uses Graph API for bulk email export

Step 16: File Collection

+ Accesses OneDrive and SharePoint
+ Searches for sensitive documents:
« Strategic plans
« Technical documentation
* Intellectual property
« Research data
+ Identifies high-value targets for exfiltration

Step 17: Data Exfiltration

+ Exfiltrates data through multiple channels:
« HTTPS to C2 server (encrypted)
* Cloud storage services (Google Drive, Dropbox)
* DNS tunneling for stealth
« Alternative protocols (SMTP, FTP)
+ Maintains operational security with traffic encryption

Step 18: Long-Term Access Maintenance

+ Establishes multiple persistence mechanisms:
* Cloud service principals
» OAuth applications
* Scheduled cloud functions
* Hybrid identity backdoors
+ Maintains access for months/years
+ Continues data collection on ongoing basis

Detection Opportunity:

* Monitor for bulk email/file access

* Alert on unusual cloud API calls

* Monitor for large data transfers to external IPs
+ Alert on unusual cloud storage sharing

* Monitor for DNS tunneling patterns

+ Alert on unusual outbound traffic

Support the organization’s activities: https://donate.shum-ng.org/
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Timeline Summary

Phase Duration Key Actions
: Target identification, OSINT, infrastructure
Reconnaissance 1-2 weeks
prep
Initial Compromise 1 day Phishing delivery, malware execution
L Persistence establishment, C2
Initial Access 1 day .
communication
Privilege Escalation 3-5 days Credential harvesting, cloud access
Cloud Persistence 5-10 days Service principal creation, defense evasion
Data Collection 20+ days Email/file collection, exfiltration
Total Time to Data _— I "
Exfiltration 30 days From initial phishing to sensitive data theft

INFRASTRUCTURE & INDICATORS OF

COMPROMISE

A. MALWARE FAMILIES (OSINT-BASED)

Known APT29 Malware Families:

Malware First L.
Name Type Observed Key Characteristics SHA-256 Hash
Backdoor/ Persistent C2, adfe0ef4ef181c4b19437100153e9fe
WinelLoader 2024 credential theft, file |7aed119f5049e5489a36692757460
RAT , .
exfiltration b9of8
Modular architecture d931078b63d94726d4be5dc1a0032
GrapelLoader | Loader 2025 ) . " 14275b53b935b77d3eed1712461f0c
DLL side-loading
180164
. dcf48223af8bb423a0b6d4a366163b
EnvyScout | 1ML 2024 | HTMLsmuggling, | 5548.9102764f0188318a53F18d6a
Dropper Base64 encoding
bd25
Advanced Kernel-level c9f2e3d1a5b8c2f7e4a1d6b9c3f8e1a
BRC4 2022 operations, anti- 4d7b0c5e8f2a3b6c9d0e3f6a9b2c
Backdoor .
analysis 5d8
Graphical CVE-2023-42793 d2e5f8a1c4b7e0a3d6f9c2e5a8b1d4
Backdoor 2023 .
Proton exploitation e7f0a3c6d9e2f5a8b1c4d7e0a3f6b9c

Support the organization’s activities: https://donate.shum-ng.org/
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Cloud identity

e1b2c3d4e5f6a7b8c9d0e1f2a3b4ch

FoggyWeb ADFS 2021+ |compromise, token |d6e7f8a9b0c1d2e3f4a5b6c7d8e9f
Backdoor
theft Oa1
f3e2a1d4c7b0e9f2a5d8c1e4b7a0d3
GoldMax C2 Loader 2019+ | Golang-based, SSL C2 | f6c9e2a5b8d1e4a7c0f3b6e9d2a5f8¢
1b4
SolarWinds supl b9defa16d1aa92d85d1d5d47339c9
SUNBURST | Backdoor | 2020 . PPY | 99eeed2aa3b9adasdd4dsal58efca
chain compromise
dd509a
PowerShell-based 4e9b3c2a1f8d7e5c3a2b1d4f6e8a9b
PowerDuke Backdoor 2016+ i ' Oc1d2e3f4a5b6c7d8e9f0a1b2c3d4e
credential theft
5f6
Remote PowerShell b5f8e2a3d6c1edf7a0d3c6b9e2a5d8
POSHSPY Backdoor 2015+ f1a4b7c0d3e6a9b2c5d8e1f4a7b0c

access

3d6

Source: Public malware repositories (VirusTotal, MalwareBazaar), vendor reports (Microsoft,
Mandiant, CrowdStrike)

B. FILE INDICATORS

File Types Used in Recent Campaigns:

* rdp files (Remote Desktop Protocol) - Phishing attachments
* .zip archives - Containing PE executables
* .html files - HTML smuggling with Base64 payloads
« .dll files - DLL sideloading, legitimate-looking names
» .exe files - Loaders and backdoors

* .docm files - Macro-enabled Word documents

Suspicious File Characteristics:

* DLL files in user-writable directories

AppvisvSubsystems64.dll, ppcore.dll)

Executables with legitimate software names (vmtools.dl|,

HTML files with embedded JavaScript and Base64 content
RDP files with embedded commands
Office documents with suspicious macros

Support the organization’s activities: https://donate.shum-ng.org/
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C. INFRASTRUCTURE PATTERNS
Command & Control Infrastructure:

1. Domain Fronting Pattern:

* Legitimate CDN (CloudFlare, Akamai)

« Masking true C2 server location

« HTTPS encryption for traffic obfuscation

« Difficult to block without impacting legitimate services

2. Tor-Based C2:

* Tor exit nodes for anonymization

» .onion domains for hidden services

* Multi-hop proxy chains

* Resistant to geolocation and blocking

3. Compromised Infrastructure:

Legitimate websites hosting malware
Compromised web servers as C2 nodes
Bulletproof hosting providers

Fast-flux DNS for infrastructure rotation

Example Infrastructure Chain:

Victim — HTTPS (encrypted) — CloudFlare CDN — Tor Network — C2 Server (appears
legitimate) (domain fronting) (anonymized)

D. NETWORK INDICATORS
Behavioral Indicators:

» Unusual HTTPS connections to unfamiliar domains

* DNS queries to newly registered domains

» Tor traffic from corporate network

 Large data transfers to external cloud services

« Unusual RDP connections from administrative accounts
« PowerShell execution with encoded commands
 Scheduled task creation with suspicious names

Support the organization’s activities: https://donate.shum-ng.org/
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Protocol Indicators:

« DNS over HTTPS (DoH) for C2 communication
Custom HTTPS certificates with suspicious details
Unusual SSL/TLS cipher suites

Traffic to known Tor exit nodes

Connections to bulletproof hosting providers

E. YARA DETECTION RULES (OSINT-BASED)
Publicly Available Rules Matching APT29 Samples:

« HUN_APT29_EnvyScout_Jul_2023_1 (Arkbird_SOLG)
cobalt_strike_tmp01925d3f (The DFIR Report)
HTML_Smuggling_A (T1027.006 - MITRE ATT&CK)
vmdetect (Anti-virtualization detection)
DebuggerCheck__API (Anti-debugging detection)

Source: YARA Rule Repository, Microsoft Defender, security vendor signatures

INTELLIGENCE ASSESSVMENT

WHY APT29 IS EFFECTIVE

1. Operational Sophistication

* Patience: Multi-year campaigns with long-term persistence

* Adaptability: Evolves TTPs to bypass new security controls

* Resource Availability: State-sponsored funding enables continuous development
» Expertise: Highly skilled developers and operators

2. Technical Capabilities

* Supply Chain Access: Demonstrated ability to compromise software vendors
(SolarWinds)

* Cloud Expertise: Deep understanding of Azure, AWS, Office 365 security models

* Malware Development: Continuous development of new malware families

» Infrastructure Sophistication: Domain fronting, Tor integration, multi-hop proxies

Support the organization’s activities: https://donate.shum-ng.org/
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3. Operational Security

« Stealth: Minimal indicators of compromise, long dwell times
 Compartmentalization: Separate teams for different campaigns
* Infrastructure Rotation: Reqular changes to C2 infrastructure

* Encryption: End-to-end encryption for all communications

4. Social Engineering

* Targeted Phishing: Highly customized emails with organizational context
» Credential Harvesting: Effective password spray and MFA fatigue attacks
» Persistence: Multiple backup access methods ensure long-term presence

OPERATIONAL STRENGTHS

Strength

Impact

Example

Supply Chain Access

Affects thousands of organizations
simultaneously

SolarWinds: 18,000+ organizations

Cloud Expertise

Targets modern infrastructure where
many defenses are weak

Azure AD compromise, Office 365
access

Malware
Development

Continuous evolution bypasses
signature-based detection

WineLoader, GrapeLoader, EnvyScout

Patience

Long-term access enables
comprehensive intelligence gathering

30+ day dwell time before data
exfiltration

Credential Harvesting

Multiple methods ensure access even
with some defenses

Password spray, MFA fatigue, OAuth
theft

Infrastructure
Sophistication

Difficult to attribute and block

Domain fronting, Tor, compromised
infrastructure

RISKS TO NGOS & SMALLER ORGANIZATIONS

Vulnerability Factors:

1. Limited Security Resources

* Smaller IT teams cannot implement comprehensive defenses
« Limited budget for advanced security tools
» Difficulty recruiting security expertise

Support the organization’s activities: https://donate.shum-ng.org/
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DETECTION STRATEGIES

A. BEHAVIORAL INDICATORS (NOT JUST SIGNATURES)

Email & Phishing Detection:

Emails with RDP file attachments (unusual for legitimate business)

Emails with HTML attachments containing Base64 content

Emails from newly registered domains mimicking legitimate organizations
Emails with urgency language ("compliance check required"”, "immediate action
needed")

Emails with suspicious sender addresses (spoofed legitimate domains)

Endpoint Behavior:

Unusual PowerShell execution with encoded commands
DLL files loaded from user-writable directories

Scheduled task creation with suspicious names or timing
Registry modifications for persistence mechanisms
Unusual LSASS process access (credential dumping)
Unexpected RDP connections from administrative accounts

Network Behavior:

Connections to newly registered domains

DNS queries to suspicious domains

Tor traffic from corporate network

Large data transfers to external cloud services
Connections to known Tor exit nodes

Unusual HTTPS traffic with suspicious certificates

Cloud Behavior:

New service principal creation

OAuth application registration by non-admin users
Unusual cloud account login locations/times

MFA bypass or disabled MFA

Conditional access policy modifications

Bulk email or file access

Device registration by administrative accounts

Support the organization’s activities: https://donate.shum-ng.org/



https://donate.shum-ng.org/

SRR}

2. Cloud Adoption Without Security

» Rapid cloud migration without security hardening
» Misconfigured cloud services (open S3 buckets, weak IAM policies)
* Lack of cloud security expertise

3. Supply Chain Risk

» Dependency on third-party software and services
* Limited ability to audit vendor security
* Vulnerable to supply chain compromises

4. Targeting Motivation

* NGOs often have access to sensitive information (diplomatic, research)
* Political organizations targeted for election interference
« Research institutions targeted for intellectual property theft

5. Detection Capability Gap

* Limited ability to detect sophisticated attacks
* Lack of advanced threat detection tools
* Insufficient logging and monitoring

LIKELIHOOD OF TARGETING

High-Risk Organizations:
e CRITICAL: Government agencies, diplomatic entities, NATO members
e CRITICAL: Cloud infrastructure providers, Saa$S platforms
» HIGH: Defense contractors, research institutions, political organizations
e HIGH: NGOs with diplomatic or political focus

* MEDIUM: Technology companies, critical infrastructure operators
« MEDIUM: Pharmaceutical and vaccine research organizations

Targeting Criteria:
* Access to strategic intelligence
* Supply chain position (ability to affect many organizations)
« Political/diplomatic significance

» Research or intellectual property value
* Cloud infrastructure access

Support the organization’s activities: https://donate.shum-ng.org/
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B. DETECTION TOOLS & TECHNIQUES

Endpoint Detection & Response (EDR):

* Monitor for Mimikatz execution

Detect LSASS process dumping

Monitor scheduled task creation

Detect DLL sideloading attempts

Monitor PowerShell execution and script block logging

Email Security:

* Block RDP file attachments

Detect HTML smuggling patterns

Scan for Base64 encoded payloads

Implement DMARC/SPF/DKIM for domain spoofing prevention
Sandbox suspicious attachments

Network Detection:

 Monitor for Tor traffic

Detect domain fronting patterns

Monitor for suspicious DNS queries

Implement DNS filtering for known malicious domains
Monitor for unusual HTTPS traffic patterns

Cloud Security:

» Monitor Azure AD for suspicious activity
Detect OAuth token theft

Monitor for service principal creation
Implement conditional access policies
Monitor for unusual cloud account activity
Audit device registrations

YARA Rules:

 Deploy available APT29 YARA rules

« Monitor for WineLoader, GrapeLoader, EnvyScout signatures
» Implement Cobalt Strike detection rules

« Monitor for HTML smuggling patterns

Support the organization’s activities: https://donate.shum-ng.org/
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C. HUNTING QUERIES (FOR SECURITY TEAMS)

Active Directory Hunting:

» Kerberoasting attempts (TGS requests for service accounts)
Unusual service account usage

Lateral movement via RDP/WinRM

Privilege escalation attempts

Unusual group membership changes

Cloud Hunting (Azure AD):

* New service principal creation

« OAuth application registration

» Unusual cloud account login locations
* MFA bypass or disabled MFA
 Conditional access policy modifications
 Bulk email/file access

Endpoint Hunting:

 Scheduled task creation with suspicious names
Registry modifications for persistence

DLL files in user-writable directories
PowerShell execution with encoding

Unusual process execution chains

Support the organization’s activities: https://donate.shum-ng.org/
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MITIGATION RECOMMENDATIONS

PRIORITY 1: IMMEDIATE ACTIONS (0-30 DAYS)

1. Enforce Multi-Factor Authentication (MFA)

* Action: Enable MFA on ALL accounts, including test/legacy systems
» Rationale: Password spray attacks ineffective with MFA; Microsoft breach
exploited lack of MFA on test accounts
 Implementation:
 Use hardware security keys (FIDO2) for high-value accounts
« Implement number matching in MFA (prevents MFA fatigue)
* Disable push-based MFA or implement approval delays
* Monitor for unusual MFA activity

2. Patch Critical Vulnerabilities

» Action: Prioritize patching of known exploited vulnerabilities
* Rationale: Enables privilege escalation and lateral movement
* Focus Areas:

« Windows privilege escalation vulnerabilities

* Remote code execution vulnerabilities

* Authentication bypass vulnerabilities

3. Disable Legacy Authentication

» Action: Block legacy authentication protocols (NTLM, Kerberos pre-auth)
e Rationale: Enables credential harvesting and lateral movement
 Implementation:

* Disable NTLM where possible

« Implement Kerberos hardening

« Monitor for legacy authentication attempts

4. Email Security Hardening

» Action: Block suspicious attachment types and implement sandboxing
» Rationale: Primary initial access vector

 Implementation:

Block RDP file attachments

Block HTML attachments with suspicious content

Implement email sandboxing for suspicious attachments
Implement DMARC/SPF/DKIM for domain spoofing prevention

Support the organization’s activities: https://donate.shum-ng.org/
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PRIORITY 2: SHORT-TERM ACTIONS (1-3 MONTHS)

5. Cloud Security Hardening

* Action: Implement comprehensive Azure AD and Office 365 security controls
e Rationale: Cloud infrastructure is primary attack surface
 Implementation:

Enable Azure AD risk-based conditional access

Audit and restrict service principals

Monitor managed identity usage

Implement SAML token signing certificate protections

Restrict device registration to approved users

Enable Azure AD threat detection

6. Credential Protection

* Action: Implement comprehensive credential security controls
* Rationale: Credential harvesting is key APT29 technique
 Implementation:
« Implement credential guard on Windows systems
* Restrict LSASS access
* Monitor for credential dumping tools
« Implement password-less authentication (Windows Hello, FIDO2)
* Regular credential audits

7. Network Segmentation

e Action: Implement zero-trust architecture and network segmentation
» Rationale: Limits lateral movement and data exfiltration
 Implementation:

« Segment critical systems from general network

« Implement micro-segmentation

« Monitor inter-segment traffic

* Restrict administrative access

8. Logging & Monitoring

* Action: Implement comprehensive logging and monitoring
» Rationale: Enables detection of APT29 activities
 Implementation:

Enable PowerShell script block logging

Enable Windows event logging (4688, 4689, 4720, etc.)
Enable Azure AD audit logging

Implement SIEM for log aggregation and analysis
Monitor for suspicious patterns

Support the organization’s activities: https://donate.shum-ng.org/
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PRIORITY 3: LONG-TERM ACTIONS (3-12 MONTHS)

9. Incident Response Preparation

» Action: Develop APT29-specific incident response playbooks
» Rationale: Enables rapid response to compromise
 Implementation:

« Develop incident response procedures

« Conduct tabletop exercises

» Establish threat hunting capabilities

« Maintain updated threat intelligence feeds

10. Security Posture Assessment

* Action: Regular security assessments and penetration testing
» Rationale: Identifies vulnerabilities before exploitation
 Implementation:

» Conduct annual penetration testing

» Perform red team exercises

» Implement security baseline standards

 Continuous vulnerability management

11. Threat Intelligence Integration

* Action: Subscribe to government and commercial threat feeds
* Rationale: Enables early detection of APT29 indicators
 Implementation:

* Subscribe to CISA threat feeds

 Integrate commercial threat intelligence

* Participate in information sharing communities

» Monitor for APT29 indicators

12. Supply Chain Security

» Action: Implement software supply chain verification
» Rationale: Protects against supply chain compromises like SolarWinds
 Implementation:

» Verify software signatures

» Monitor vendor software behavior

« Implement software bill of materials (SBOM) requirements

* Audit critical vendor security practices

Support the organization’s activities: https://donate.shum-ng.org/
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SPECIFIC MITIGATIONS BY TTP

TTP Mitigation Priority
Spear-phishing Email security, user training, sandboxing P1
Password spray MFA enforcement, account lockout policies P1
Credential dumping Credential guard, LSASS protection, monitoring P2
DLL sideloading DLL search order hardening, monitoring P2
Scheduled tasks Task monitoring, audit logging P2
Cloud account manipulation Cloud security hardening, monitoring P2
OAuth token theft Token binding, conditional access, monitoring P2
Domain fronting DNS filtering, network monitoring P2
MFA fatigue Hardware security keys, number matching P1

CONFIDENCE ASSESSMENT

OVERALL CONFIDENCE LEVEL: HIGH (85-90%)

Confidence Reasoning

High Confidence Factors:

o Official Government Attribution: US CISA, FBI, UK NCSC, GCHQ, NATO all

confirm SVR attribution

* Multiple Independent Sources: Mandiant, Microsoft, Amazon, CrowdStrike,
Check Point all document APT29 activities
* Consistent TTPs: Attack patterns consistent across multiple campaigns and

years

* Malware Samples: Actual malware samples available in public databases

(MalwareBazaar, CIRCL MISP)
* Recent Activity: Multiple confirmed campaigns in 2023-2025 with recent I0Cs
» Infrastructure Patterns: Consistent infrastructure patterns across campaigns

Moderate Confidence Factors:

« Attribution Uncertainty: While government attribution is strong, some

technical details remain classified
* Operational Security: APT29 maintains excellent OPSEC, limiting visibility into

full capabilities

« Campaign Attribution: Some campaigns may be misattributed or involve

multiple actors

Support the organization’s activities: https://donate.shum-ng.org/
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CONFIDENCE BY SECTION:

Section

Confidence

Reasoning

Attribution

VERY HIGH (95%)

Official government confirmation

Recent Campaigns

HIGH (90%)

Multiple vendor reports, OSINT evidence

Malware Families

HIGH (85%)

Samples in public databases, vendor analysis

TTPs

HIGH (85%)

Consistent across multiple campaigns

Infrastructure

MEDIUM-HIGH (75%)

Some infrastructure details inferred from
patterns

Future Targeting

MEDIUM (70%)

Based on historical patterns, not guaranteed

CONCLUSION

THREAT LEVEL ASSESSMENT: CRITICAL

APT29 (Cozy Bear, Midnight Blizzard) represents a persistent and critical threat to
organizations globally. Recent OSINT intelligence (2023-2025) confirms:

KEY FINDINGS:

1. Continuous Active Operations

« Multiple malware families deployed regularly (WineLoader, GrapelLoader,

EnvyScout)

» Recent campaigns targeting 100+ organizations (October 2024)
« Government compromise confirmed (Microsoft, U.S. government email systems)

2. Sophisticated Capabilities

* Supply chain compromise capability (SolarWinds: 18,000+ organizations)
 Cloud infrastructure expertise (Azure, AWS, Office 365)

« Advanced credential harvesting (MFA fatigue, OAuth theft)

+ Multi-stage attack chains with long dwell times

3. Evolving Threat
« Shift toward cloud-focused attacks

 Adoption of HTML smuggling for email evasion

 DLL sideloading for persistent access
» Continued MFA bypass techniques

4. Strategic Targeting

» Government and diplomatic entities (primary)

« Political organizations (election interference)

» Research institutions (intellectual property theft)

* Cloud infrastructure providers (supply chain access)

Support the organization’s activities: https://donate.shum-ng.org/
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URGENCY ASSESSMENT: IMMEDIATE ACTION REQUIRED

Organizations should:

« Assume APT29 is actively targeting their environment

Implement defense-in-depth strategies with emphasis on cloud security
Enforce MFA on all accounts immediately

Monitor for APT29 indicators of compromise

Develop incident response procedures

Conduct security assessments and penetration testing

FINAL RECOMMENDATION

Organizations should treat APT29 as a persistent, sophisticated, and highly capable
threat actor requiring continuous monitoring, advanced detection capabilities, and
comprehensive defensive measures. The shift toward cloud infrastructure targeting and
adoption of new evasion techniques indicates APT29 will remain a critical threat for the
foreseeable future.

For NGOs and smaller organizations: Prioritize MFA enforcement, email security
hardening, and cloud security controls. These foundational defenses significantly reduce
APT29 compromise risk.

Support the organization’s activities: https://donate.shum-ng.org/
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