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https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-148a
https://www.cisa.gov/news-events/alerts/2020/07/16/malicious-activity-targeting-covid-19-research-vaccine-development
https://www.cisa.gov/news-events/alerts/2020/07/16/malicious-activity-targeting-covid-19-research-vaccine-development
https://www.fbi.gov/investigate/cyber/alerts/2024/svr-cyber-actors-adapt-tactics-for-initial-cloud-access
https://www.fbi.gov/investigate/cyber/alerts/2024/svr-cyber-actors-adapt-tactics-for-initial-cloud-access
https://www.fbi.gov/investigate/cyber/alerts/2024/russian-military-cyber-actors-target-u-s-and-global-critical-infrastructure
https://www.fbi.gov/investigate/cyber/alerts/2024/russian-military-cyber-actors-target-u-s-and-global-critical-infrastructure
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
https://media.defense.gov/2020/Jul/16/2002457639/-1/-1/0/NCSC_APT29_ADVISORY-QUAD-OFFICIAL-20200709-1810.PDF
https://media.defense.gov/2020/Jul/16/2002457639/-1/-1/0/NCSC_APT29_ADVISORY-QUAD-OFFICIAL-20200709-1810.PDF
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/2275378/nsa-teams-with-ncsc-cse-dhs-cisa-to-expose-russian-intelligence-services-target/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/2275378/nsa-teams-with-ncsc-cse-dhs-cisa-to-expose-russian-intelligence-services-target/
https://www.ncsc.gov.uk/news/svr-cyber-actors-adapt-tactics-for-initial-cloud-access
https://www.ncsc.gov.uk/news/russian-foreign-intelligence-poses-global-threat-with-cyber-campaign-exploiting-established-vulnerabilities
https://www.ncsc.gov.uk/news/russian-foreign-intelligence-poses-global-threat-with-cyber-campaign-exploiting-established-vulnerabilities
https://www.ncsc.gov.uk/files/Advisory%2520Further%2520TTPs%2520associated%2520with%2520SVR%2520cyber%2520actors.pdf
https://www.ncsc.gov.uk/files/Advisory%2520Further%2520TTPs%2520associated%2520with%2520SVR%2520cyber%2520actors.pdf
https://ccdcoe.org/uploads/2018/10/Ch08_CyberWarinPerspective_Weedon.pdf
https://cloud.google.com/blog/topics/threat-intelligence/tracking-apt29-phishing-campaigns/
https://cloud.google.com/blog/topics/threat-intelligence/apt29-wineloader-german-political-parties?outputType=chromeless
https://cloud.google.com/blog/topics/threat-intelligence/apt29-wineloader-german-political-parties?outputType=chromeless
https://cloud.google.com/blog/topics/threat-intelligence/unc3524-eye-spy-email/
https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-phishing-campaign-using-rdp-files/
https://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-phishing-campaign-using-rdp-files/
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/midnight-blizzard
https://www.crowdstrike.com/en-us/blog/observations-from-the-stellarparticle-campaign/
https://www.crowdstrike.com/en-us/resources/crowdcasts/cozy-bear-on-the-prowl/
https://aws.amazon.com/blogs/security/amazon-disrupts-watering-hole-campaign-by-russias-apt29/
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
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https://cyberscoop.com/domain-fronting-future-amazon-google-microsoft-cloudflare-tor-signal/%23:~:text=Tor%2520relies%2520on%2520many%2520different,technique%2520for%2520command%2520and%2520control
https://cyberscoop.com/domain-fronting-future-amazon-google-microsoft-cloudflare-tor-signal/%23:~:text=Tor%2520relies%2520on%2520many%2520different,technique%2520for%2520command%2520and%2520control
https://www.sentinelone.com/blog/privacy-2019-tor-meek-rise-fall-domain-fronting/%23:~:text=Domain%2520fronting%2520was%2520adopted%2520by,created%2520in%2520the%2520cybersecurity%2520community
https://www.sentinelone.com/blog/privacy-2019-tor-meek-rise-fall-domain-fronting/%23:~:text=Domain%2520fronting%2520was%2520adopted%2520by,created%2520in%2520the%2520cybersecurity%2520community
https://www.sentinelone.com/blog/privacy-2019-tor-meek-rise-fall-domain-fronting/%23:~:text=Domain%2520fronting%2520was%2520adopted%2520by,created%2520in%2520the%2520cybersecurity%2520community
https://attack.mitre.org/groups/G0016/
https://attack.mitre.org/docs/attack_roadmap_2020_october.pdf
https://attack.mitre.org/techniques/T1036/005/
https://bazaar.abuse.ch/browse/tag/APT29/
https://github.com/Yara-Rules/rules/blob/master/malware/APT_APT29_Grizzly_Steppe.yar
https://valhalla.nextron-systems.com/
https://attack.mitre.org/campaigns/C0024/
https://cloud.google.com/blog/topics/threat-intelligence/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor
https://cloud.google.com/blog/topics/threat-intelligence/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor
https://www.fortinet.com/resources/cyberglossary/solarwinds-cyber-attack
https://www.breachsense.com/blog/solarwinds-data-breach-case-study/
https://cloud.google.com/blog/topics/threat-intelligence/apt29-wineloader-german-political-parties
https://www.keysight.com/blogs/en/tech/nwvs/2024/04/10/latest-threats-march2024-threat-simulator
https://www.keysight.com/blogs/en/tech/nwvs/2024/04/10/latest-threats-march2024-threat-simulator
https://ankura.com/insights/ankura-ctix-flash-update-march-26-2024
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=APT%252029,%2520Cozy%2520Bear,%2520The%2520Dukes&n=1
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=APT%252029,%2520Cozy%2520Bear,%2520The%2520Dukes&n=1
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