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Introduction

Wars of the 2Ist century are waged not only on the battlefield but also in
the media, social media, cultural institutions, and narratives about history.
Russia’s aggression against Ukraine has become yet another confirmation of
this fact. Today, our country is caught in the middle of a global information
confrontation, where the adversary employs a wide range of destructive

lermine trust , distort reality,
and alter the behavioural patterns of the audience. Daily attacks aiming to
destabilise society, discredit international support, and demoralise citizens
are part of a global hybrid war that seeks to weaken Ukraine, divide society,
and undermine its stance on the international stage. Millions of Ukrainians
face the consequences of this information terror campaign every day.

This guide is not just a guide, it is a practical tool that systematises the key

disseminated, the tactics that influence the perception of information and
change the audience’s behaviour, and the soft power tools that Russia
uses to control public opinion through culture, education, sports, and
church activities. Based on real-life examples, the guide demonstrates the
manifestations of Russian information aggression and describes ways to
neutralise it

Overall, thi ion is intended

journalists, civil servants, and all those combating Russian disinformation to
understand the principles of information attacks, their impact, and ways to
counteract them,

For along time, Russia has been acting systematically and cynically, adapting
its approaches to changes in the world order, technological development,
and the international community response. That is why our response
must be equally flexible, proactive, and based on a deep understanding of
informational threats. Ukraine is fighting not only for its territory but also for
the right to tell the truth. In this fight, we cannot allow the enemy to control
our reality.

Head of the Center for Countering Disinformation
of the National Security and Defense Council of Ukraine
Andrii KOVALENKO



Mechanisms
of destructive
information
influence

oy c
manipulating, and disseminating content. They form the basis of
 ensurin i
They include both technology and structural techniques. These

enhance pact, and facilitate pr




Bots
- What is it?

his is a mechanism of destructive
information influrce svoiog ecalsofvtre
allows actions to be performed automati-
cally andfor according to a pre-set schedule
through the Inerfaces used by regular users
thus mimicking, them. For instance scripted
e o Smrerioy disareoatad
O anerated socording 10 pre4et pararoetars.

How does it work?

Bots  automaticaly  disseminate
information on a large scale, mimicking the
by of reat ssrs They oct Indiidaty o 35
works, artificially creating the illusion of mass
Suport &1 oppesition, By spamiming,infuercing
algorithms, and attacking opponents, bot
networks quickly change the information
agenda, thus reinforcing the desired narratives.

@ =
s K1 22 msshes A resicensil

Golonco sysiom - wo must prtect

una
@ Gnamanszo

© 1200

Rephing o
Enough lying! The ot u hit there. The
Russians dont have such things.
People found the tail.

- How to identify it?

be identified by their
anes Benr hyperactivity (hundreds

Botometer) to analyse bot networks. It detects
the interconnections between  suspicious
accounts.

. How to deal with it?

Bots can be detected and blocked using
softwareor manual analysis, Make sureyou inform
the audience about the risks of misinformation
and ways to recognise bots Reporting suspi-
dlous activiy to platforms and implementing
lagiathe meemes that reguiets sutomated
activities is very importar

What does it look like?

ot ofien lazy names (like
user123456), lack personalised content,
generate |denuca\ tox On X (hter, tha
may take the form of mass retweets, wt
Fackook, 1 manfents ae domcar cormmerta,

such as 'This is true, see [https:/images appgoa
UIDAT2bBA3PRHOSS]. Bot networks operate
in a coordinated manner, creating the illusion
of mass support or popularity of the content, or
conversely, discrediting it

“There is no correct translation into English,
as there is a wordplay between Russian and
Ukrainian in the compressed text



Fake accounts

. What is it?

A mechanism of destructive information
influsnceinvoling afake account created by an
anonymous person to impersonate a real us

to manipulate the public opinion or pam:lpale

How to deal with it?

Firstly, pay attention tosuspicious profiles,
check their content, interactions, and whe

accounts were created. When your suspicion is
confirmed, oty the platform administration
that they should verify and block such accounts.
Its also important to educate the public on how

anaged by a
human, giving it more flexibility in manipulative
behaviour.

- How does it work?

A fake account actively participates i
discussions and spreads manlpuitive content.

other: for example, they support
comments, like each other's posts or engage in

of fake activity and how to detect it. Account
behaviour analysis tools, such as network activity
analysis, can be very helpful in this process.

What does it look like?

Afake account looks ike a real one, but its
personalisation is very limited: a generic profile
picture, a poor description, and a negligible
number of posts or interactions outside the
ghvan o, On Facebook or Taagmm, ey

show up in the comments under popular

Posts, commant to o support o discredit a certain

Fake accounts can be used to attack opponents,
discredit certain individuals or ideas, or to bolster
the promoted narrative. Their activities are often
coordinated to ensure greater impact and
synchronised actions.

- How to identify it?

fake account can be identified by a

number of s inching anratoral bepaviach

often features narrowly

focused activity, concentrated on specific topics

cases e offrs e rofle
ks

is unnatural: for example, it is active or
discussions on a specific topic, or the account
cts in sync with others, spreading identical
messages. Interaction between fake accounts is

often aimed at artificially amplifying the same.
message.

narrative, or




Anonymous authority

What is it?

. How to deal with it?

lnﬂuence oot voives referencing an unnamed
information which is nonetheless

s
o sha matter” creates an ilusion of creditiliy,
allowing the manipulator to avoid verification
o taking responsibilty for the validty of the
statements.

. How does it work?

The mechanism invokes an imaginary
or fictional source
ver

3
3
o
3

providing detalls. This technique inspires trust by
referencing a supposedy authoritative opinion,
even if its credibility is not verified. This allows
foctha dlmeminaton of man/pulaive namatives

instilling nfidence in the audience
e e ethriinoss o the nformation
How to identify it?

anonymous authority can  be
identifed By the laciof Herala in the fext

involves critical analysis.
and quesuom"g of Bich statements. The b-

evidence should raise doubts.
Be sure to verify information through other
sources or request confirmations. Educating
the public on recognising such manipulations.
and not taking statements at face value without
specific evidence is very important.

What does it look like?

Itincludes pieces containing phrases like:

“An official who wished to remain anonymous

dalms that the govermment s preparing
ing to ol

details, creating an illusion of truthfulness and
misleading the public.

References to ‘sources close to

exclusive naturs of this information. f the source

t be verified and additional evidence is
Sbsent, mampulation is highly fikel: It 15 slso
worth paying attention to whether it is possible

informaton. Ukranan cowns ae prepanng a referenden
in 12 piece of Kurs egon thy convol.They want 3 briht
meci ffct 8 ere were 20 peole kg o 1ecee &
Unaan pessor, i or s el ol

to verify the information provided
independent sources.

e o o
Ucamian Futre Ussanan oe o promised
Pousingand werk i Ui el

6,63 people receved 25 thousand dolars.

Iage et bas where e il b s
e et lvoes

Bytheway.

150 have dat o i hese chizens, nd here




Appeal to authority

What is i

?

Arachaniam of desructivs information
influence that involves presenting information
o5 truhul solely becauos It was voiced by an

‘ How to deal with it?

Tomoidaling undenhemnuenceel(ms
mechanism, mpeter
g Loyl verdy whether their

influential or popular person, or

\edia, even if they are not actually experts in
the specified field. Using authoritative figures or
organisationsas evidence allows the manipulator
to bypass the need for fact-based arguments.

How does it work?

The mechanism relies on the audience’s
trust in well-known individuals, organisations, or
media to lend weight to a particular statement.
For example, if a celebrity or politician supports
a certain idea, people may perceive it as true,
regardless of actual evidence. This technique
is often used in media, advertising, or political
campaigns when the position of an ‘authority’
serves as the sole argument in favour of a
statement.

How to identify it?

This mechanism can be recognised
by statements that are based not on facts, but
Solely on the status of the person making them.
For example, ‘Famous actor] states that this
frective’ or ‘The award winner suj

ihispolical nklatv chece a8 cicofspocitc
evidence or expert opinion, only
Srgument s person's populaiy, the creciblty
of such information should be questioned;

 humanoid robot
urged Ukrsinians

cts.
to actual arguments, rather than the status of
the person voicing them. Critical source analysis.
helps to avoid erroneous conclusions based
solely on the speaker's reputation.

What does it look like?

Examples include short videos branded
by popular media and targeted at certain
audiences using social media. In these cases, the.
brand strength is used to promote the desired
ideas or narratives. This creates the impression

e
of credibility, although it may lack solid footing
in reality.

EFFECTIVE FROM
1610.2023



Deepfakes

p What is it?
A

mechanism of destructive information
influence involving Al-based image synthesis
techniques to replace individual elements of an
image with desired ones, thereby generating
fake audiovisual content.

How does it work?

To create deepfakes, Al deep learning
algorithms are used to analyse video and audio
data to mimic a person's voice or appearance.
For example, software can replace a face in a
video or synthesise a voice to make it seem as f a
person is saying things they never actually said.

How to identify it?

Deepfakes can be identified by visual
and audio defects. Videos may exhibit unnatural
lip movements, blurring of the face at the
edges, incorrect facial expressions, or issues with
shadow and lighting reproduction. As for audios,
the voice may sound unnatural or feature a
choppy rhythm.

How to deal with it?

To combat deepfakes, verify the original
source of the content, compare

g

Information literacy and learning critical video
andaudio analysis help reducetrustin potentially
fake content,

BIVHA B YKPAIHI

Valerii Zaluzhnyi




Potemkin villages

What is it?

= A mechanism of destructive information
influence that creates an illusion of success, well-
being,

How to deal with it?

To counteract, it is important to verify
information using independent sources, analyse
the real of the stated intiatives,

of aftare I s eseentially about demenstrating
showcase, fabricated achievements

axternal cbserver, while behind th facade, the
situation is dramatically different.

How does it work?

This mechanism operates by creating
false visual or informational picture that
Gisracts the audience’s attention from the true
state of affairs. For example, state propaganda
showcase exemplary facilties that radiate
success, even though they actually barely
function or do not function at all. Usually, the
mechanism relies on ‘properly’ edited videos,
staged photos, or exaggerated results

How to identify it?

Thismechanismcanberecognisedbythe
discrepancies between the official statements

achievement is either absent or contradictory.

and compare the official version with objective
data. Fact-checking, analysis of satellite images,
or direct testimonies from people involved can
help expose such manipulations.

What does it look like?

Madupol neconstructlon. 10
Impnsslve

Ukraine hasn't done that
much in 30 years.

The restoration of Mariupol wiltill be included i history
books




Duplicating websites

or accounts

What is

Amechanism of destructive information
influence involving copies of real websites or
social media It

How to identify it?

Minor differences in the na AL,
grvisdal desgi car b ety o dupnca(e
accou

goal is to misinform the audience by presenting
a fake resource as a real one, manipulate public
opinion, or use fake accounts for attacks, fraud,
or sharing propaganda.

How does it work?

Duplicate websites disquise themselves
asrealsourcesofinformation by usingtheidentity
of the latter, such as logos, names, or overall
design, They may post fake news, manipulative

ntent, or disinformation, which, due to its
vial presentation, the audience perceives
as coming from a reliable source. On social
Tmedia, cuplicats accounts can imparsonate raal
individuals or organisations, influencing public
opinion, disseminating fakes, or engaging in
discussions to establish manipulative narratives.

Soadenly gam e oo o eart sty
dubious content should be treated as suspicious.

it is important to pay attention to the delivery
style and content quality.

How to deal with it?

" Toavoid falling under the influence of this
mechanism, verify the source of information, use
official websitesand profiles,and pay attentionto
domain names. Upon detecting a fake account
or website, report to the platform administration
or the relevant authorities.

What does it look like?




What is it?

A mechanism of destructive informa-
e ane et preserictfformeton abott

' facts in a certain context that aiters
Sl percopi

Framing

How to deal with it?

To counter faming, analyse nforration
from multiple sources, comparing how the same
event 15 presented In therm, Make sure you pay

allow emphas\smg the desired aspects of an
event, eliciting the necessary emotions and
reactions.

- How does it work?

Framing operates through the selection
of words, images, and context that shapes the

iscredit oppone
Shifting the emphasis allows for controlling the
narrative without changing the facts. The only
thing that changes i their interpretation

How to identify it?

Framing can be recognised by value
judgments, emotionally charged language,

and contrasting comparisons. If the same event
is described differently in various sources, it is

ealing inconvenient details.

“occupation of Ukrainian territories’

“allied military aid to Ukraine'

2 2 2 2 2

text. Critical thinking helps avoid manipulative
influences and look at the events through the
prism of emotions, as well as analyse facts.

. What does it look

In the media, framing often manifests

against Ukraine in
to align with a narrative benefitting Russian
aggression.

a way that distorts the truth
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Information overload

P What is it?

Amechanism of destructive information
influence involving an excessive amount of data,
news reports, or contradictory messages to
complicate the critical analysis of a situation. Its
purpose is to make the audience lose the ability
todistinguish between important and secondary
matters, to cause fatigue from the news flow, or
to turn the perception of events into chaos:

ﬁ How does it work?

The mechanismis based on the constant
deliven messages,

with contradictory details, making & Sificult o
navigate the media space. A px lacking the
ability to verify allfacts, is forced either to swallow
what is most frequently repeated or to abandon

z How to deal with it?

To avoid falling under the influence of
this mechanism, consciously control the flow
of information by choosing reliable sources
while focusing on facts rather than emotionally
charged headlines. Read analytical reviews and
check facts when consuming information,

©X What does it look

wample of information overioad
is when a flood of messages with different,
often contradictory, versions appears after an
important event. That's exactly what happened
immediately after shooting. down Malaysia
Arines Fiight MHTZ, which was on its. way
from Amsterdam to Kuala Lumpur. n the first
nours afer the lone o Russn med

underst:

q How to identify it?

Information overload can be recognised
by an excessive number of messages appearing
in a short period of time or by a large number
of confiicting versions of the same event. This is
often accompanied by the simultaneous launch
of several for

several different versions
of the causes of the tragedy, making 1t ifficult
for the audience to understand the real picture.

the audience’s attention.

Spanish air traffic controller: Two Ukrainian military.
planes were near Boeing before it disappeared

oo

Tacc)

Dutch publication

reports that there were no
Buk missile systems in the
area where MH17 crashed

fedia: Ukrainian missile could have targeted Russia
President’s plane

Expert: Boeing 777 could have been shot down during Ukrainian air
defense exercises




Agenda-setting

p What is it?

Amechanism of destructive information
influence involving control over topics covered
in the media and public discourse, which allows
the controller to shape the public opinion. It
relies on the fact that if a certain issue is actively
discussed, it is perceived as important, while
other, equally significant events go unnoticed.

How does it work?

Agenda-setting operates through con-
trol over information flows, where certain topics
are actively promoted in the media, social media,

o
A What does i

look like?

asked" Putin explained the with-
drawal o Rusian roopsfrom Kyivinthe
spring of 20:

"Wewere

“We were asked to do this” Putin explained the

or marginalised. This can be done by directly
moderating news flows or by manipulating the
tone-of-voice.

How to identify it?

This mechanism can be recognised by
a sharp increase in media attention to trivial
or scandalous issues, which coincides with the
silence on critical ones. It is important to analyse
‘which topics are actively promoted and whether
they are truly the most important ones from the
public interest perspective. Also, pay attention to

Putin: Russia was asked to withdraw troops from
Kyiv in the spring of 2022 to create conditions for
Spaca

_

or the mass simultaneous repetition of a certain
message across different sources.

How to deal with it?

counteract this mecharism, shap

Teiving on several independent
same time, be critical about
why a certain topic suddenly became so widely
discussed in the media, and ask yourself whether
it serves as a distraction from something bigger.

“We sere asked to do this” Viadimir Putin on the
retreat of Rusian troops from Kyiv

Delfi -

Putin on Russian miltary et
todothis”




Demonisation

What is it?

Amachanism of dostrctivginformatin
influence involving the creatior hostile
or frightening image of a pamcma. person,
group, country or idea. By using exaggeration,
misrepresentation of facts, and emotionally
charged language, the manipulator forms a
negative stereotype that justifies aggression or
discrimination against or isolation of the target
of demonisation.

How does it work?

‘This mechanism uses repetitive negative
Sproathes that pitiay & certil QR 64 x
‘threat’ or er Demonisation s often

Sceompanil by Sresting within the sullence
negative emotional responses, such as fear or

How to deal with it?

To counter demonisation, analyse infor-
mation sources and verify different viewpoints.
Itisimportant to understand whether emotional
manipulation is being used and to pay attention
to fact-checking. In addition, seek out balanced
sources that allow you to assess the situation
from different perspectives, rather than solely
through the negative prism.

What does it look like?

Murders of civilians with particular 1 -
cruelty

hatred. The media, politicians, or
may use genersisations snd manipulative
comparisons, for_example, by comparing an
oPpoment o historcal crminals o tamorists

| How to identify it?

signs of demonisation include the
systematic use of negative rhetoric, depicting

emphasising only the negative aspects without
objective analysis. If a particular group or country
is consistently portrayed in the media as an
absolute evil, without any alternative viewpoints
allowed, this may indicate demonisation,

Special project “We won for the 80th anive|

In Kyiv they get a percentage.
Soldiers of the Armed Forces of
Ukraine are taken apart for
organs and sold to Europe

W oo o

€ P1A HOBOCTH

Special mitary opecation in Ukbine|

Prisoner tells how doctors get
Ukrainian soliers hooked on
amphetami

Spociatproject “We won’ or th

They made a shield out of
children. The Ukrainian Armed
Forces are forced to relocate
military factories to schools



What is it?

Amechanism of destructive nformation
influence involving the deliberate e tion
of social differences to_divide Decp\e into

perceive complex
8 smoiffed, lack-and-white logic creating the
illusion that compromise is impos

How does it work?

‘The mechanism operates by fuelling ten-
fons between different groups, imposing on
society the belief that there are only two possible
tances: ‘friends’ and ‘foes’. Narratives used for
this purpose incite hatred and leave no room for
compromise. Polarisation is often exacerbated
through  social where  algorithms.
ocn(vlbule to information bubbles that reinforce
eople’s existing beliefs and leave alternative

Viepoints outside.

How to identify it?

s of polarisation include imposing
the either or' rhetoric, where any neutral position
or attempt at compromise is interpreted as a
betrayal of one side. Another observed sign is
the radicalisation of discussions, with emotional
arguments and personal attacks being used
to replace facts. Yet another typical feature is
artificial conflicts between different social groups
that previously did not have deep contradictions.
rall indealing with polarisation, itisimportant
to understand that complex questions rarely
have clear ‘black-and-white' answers.

B EE NEWS »

"Pay or Serve iv's New
Mobilization Initiative Could
Split Ukrainian Society

Polarisation

How to deal with it?

To counter polarisation, it i important
to broaden the space by reading
materials from various sources and analysing
them critically. Avoid rhetoric that imposes
confrontation; maintain constructive dialogue
insteac. Education and media lteracy help

ise manipulations and reduce theimpact
Ctintorrmation bbble

. What does it look like?

Ykpauuaepy

“This is class warfare.” The poor
are being killed, the rich are

© getting richer - Ukrainian experts

© on the special operation

o




Confirmation bias

. What is it?

Amechanism of destructive information
influence that involves preferring information
e confirme slisscy sstablished belel e

_ How to deal with it?

overcome confirmation bias, con-
sc4ously Verty variols: sources of Infortation,
including those that present alternative views. It

rejecting or
This is a tendency of loctve perception of

o
in person becomes _increasingly
gn(venchedmthelrop\mcn even ifitis based on
false or manipulative data.

How does it work?

mechanism operates through the
natisl buman tendency, o seskc confimation
of one’s encounters
fnformation that ahgns with their beliefs, they
perceive it as reliable. At the same time, data that
contradict their views are met with suspicion,
criticised, or ignored. This leads to information
bubbles, where a person receives onl

news and facts that confirm their point of view,

is also useful thinking, analyse
arguments, and check facts, rather than just
beliefs.
What does it look

Russian propaganda systematically im-
poses a distorted picture of reality, supporting
it only with those ‘facts’ that align with the

or discredited by Russian media as ‘fakes’ or
‘Western propaganda’

putin: Ukaaine was preparing an attack on Donbass,

without ever

How to identify it?

Signs of confirmation bias _include

selective information consumption and rejection
of alternative viewpoints. If a person tends to
believe only those sources that support their
positions and avoids others, it indicates that this
mechanism is in action.

MOCKBA24

Putin said that Kyiv was preparing an attack on
Novorossiya and Donbass

namyklna nouneod plans
of the ‘med

Putin said Ukraine was preparing an attack on Crimea

sggresive plans,



Primacy effect

. What is it?

A mechanism of destructive information
influence based on a cognitive bias which
causes a person to give more significance to the
first

What does it look like?

the first minutes after Russian forces.
shelled the Okhmatdyt children's hospital in
Kyiv, Russian media started spreading a fake

a strong first impression that will subsequently
shape the perception of events, facts, or people,
even if further information contradicts the initial
one.

How does it work?

The first information that resches the
ong emationalor cogritive
ined

is generally unable to change it significantly.
Example: if news about an event is initially
presented with a certain judgement or emphasis

tothe influence of the initial narrative.

How to identify it?

rimacy effect can be [dentified by
analysing the audiances reactior
of messages. If the initial mfovmanon has a
disproportionately strong impact compar
ot messages oven finey rewall Tourciedand
detailed, this may indicate the primacy effect at
work. For example, if the audience continues to
adhere to the initial opinion despite refutations
or new data, this is a clear sign of the effect in
ction,

How to deal with it?

Avoid_hasty conclusions and always
verify information using severa

facts come to light. This approach wil help you
form a ive understanding and avoid
manipulations affecting you.

252 Ukrainian air defence
missile that allegedly hit the facility. Given ¢
spsed atuhich thsinformation appeared podhe
this version was picked up by users of

Ui Armed
e v b ir s et el ik y e
Rusian Asospace Frces

e ot o s depots and
et ke o e s il
Comgles At he same e th Uanan

o anane 041 ot of ol o i e
thr ctes i




Deceptive sources

. What is it?

A mechanism of destructive information
influence involving the deliberate selection,
manipulation, or faisification of information
Sources to confirm a desired narrative. This
crestes the ilusion of cveammy and

mampmauen may Include quoting unverifed
sources, taking information out of context, or
using falsified data,

How does it work?

Fies, manlpulators choose sources that
align with their goals and dismiss those that

or even experts — that do not actually exist.
nother method is data distortion: taking
jotes f context, presenting statistics

‘questionable authorities, that is, sources that
appear legitimate but lack real expertise.

How to identify it?

There are several key signs that can
help you spot instances of deceptive sources.
For example, the sources mentioned may be
little-known or questionable, without a clear
feptaaton I he feleane ekl Manipathe

) pinc specmc
Another indicator

which changes their meaning. For e

details about the data collection methodology.

How to deal with it?

First of all thoroughly verify the reliability
of the sources that served as a basis for the text
in question. This includes searching for original
news items, analysing the full context of the
provided data, and verifying the authoritative
nature of the source or cited experts. Where
dubious statements are found, it is important
to refer to independent fact-checking platforms.
that can help uncover manipulations.

. What does it look like?

What do
to continue the war with Russia

countey hou g egiaions s e psibe, 2% bl tha
The




Information alibi

What is it?

A mechanism of destructive information
influence used to justify criminal actions or
discracltan opponant. It i assarvill about

side ively accusing the opponent
of actions that f pians to cany out itself. This
enables them to c: for future

How to deal with it?

Thoroughly analyse and verify infor-
mation, especially claims coming from aggressor
states. It is important to track the chronology of

events and assess whether a specific information
Sttack 1 being prepared. Prompt refutation of

reate
Saressive actions or 1o cast doubt on the
identity of the true perpetrator.

How does it work?

is mechanism relies on a preemptive

against civilians, which allows them to at
themselves of responsibility. It can also be used
for intimidation. For example, when the Russian
faceration puss otk ciime ; abais alleged
Ukrainian ‘provocat may serve not just as
an information alibi but also 84 velled thfeat,

How to identify it?

Firstly thesearepre-preparedaccusations
e Spriaen ifa

the international community helps reduce the
negative impact. Investigative journalism and
independent fact-checking organisations play
an important role here.

What does it look like?

channel Russkiy Tarantas posted a report
about the destruction of the Mariupol Drama
Theatre building being allegedly planned by
the Liesinen s, thiss cmating an ndormation
for further manipulations  (Stage 1
tormation Cache).

sarts ectivey puting out i

oot e

version of events in the public consciousness
and make it difficult to refute. The final sign is
the lack of evidence or using fabricated content
to support the accusations. Staged videos, fake
testimonies, or facts taken out of context, which

©On 16 March 2022, after the Russian military
attacked the drama theatre building, the Russian

purpose.

imed
thi crime and atiarpting to ahvert attantion
from i (stage 2 Sweeping
Accusation).



Information alibi

MKRU o ——|
N e po
@ The Defense Ministry denied the accusations of
a strike on the Mariupol Drama Theater

Immediately after the attack, the Russian information
space started actively sharing the Russkiy Tarantas’
report of 12 March, which ‘announced' the destruction
of the building, allegedly prepared by the Ukrainian
side.

This reference to the ‘information cache’ aimed to

of Ukraine, while simuitaneously diverting attention
from the real culprit - the Russian occupation forces
(Stage 3: Information Alibi).

daysago
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Look what readers sent from Mariupol.If the message
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Tactics

of destructive
information
influence

Tactics of destructive information influence determine how
information is presented to the audiience and influence what

Unlike mechanisms, tactics focus on the content percepti
, fear, or rejection. influences,
cognitive manipulations, and covert imposition methods.

‘and suppress critical thinking.




Clickbaiting
. What is it?

tactic of destructive information
s involving eadlines,

How to deal with it?

Analyse the source and tone-of-voice. If

images, or descriptions to attract attention and
stimulate clicks. Its purpose is to make a person
click on the link, even if the headline does not

match or distots the content. Clickbating is
actively used by tabloids, advertising campagns,
o Deintortion operations to create false
impressions and artificially boost the content
popularity.

m How does

Clickbaiting uses emational or shocking
content to make a person engage with it.
Headilines and previews make the information

work?

ngaging with the text, the reads
manipulative or superficial content that does
not match what was promised.

How to identify it?

Firstly,these are dramatic or exaggerated

=
intriguing phrases that create artificial suspense
without providing specific information. Thirdly,
clickbait texts often contain manipulative or
edited images that evoke strong emotions but
do not match the content.
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provocative,
30 to reiable media to check the news pioce. It
is also useful to pay attention to how credible the

if they do not provide any details or sources.

2
m What does it look like?
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What is it?

tactic of destructive information in-
fluence thatinvolves manipulating voting results,
scores, or rating to create a false impression of
support legltimacy,orsignificancecta partcular
person, event, or phenomenon. This method is
Sty ueed i bty propagans, markeing
campaigns, and media to influence audience
perception.

How does it work?

1t Is done throuoh data falsfcation or
dlsmmun of the assessment methodology.

ese may nclude: rasing of lowering figures
amﬁc\ali)ﬂ removing undesirable results, selective.
presentation of data, or publishing favourable

osed mass support for certain decisions or
political actions.

m How to identify it?

Rating

How to deal with it?

It is important to carefully analyse
Sources and their reliability, paying attention to
how and under what conditions the data was
obtained. It is always worthwhile to compare
results with those from independent sources

oviding verified
22 notiing the adminitration of the relevant
platf

What does it look like?

Chart 1. The results of "state" opinion polis are.
almost the same. But they do not show that

Firstly, these are high or
Jow figures that do o reflect resity or public

sentiment. Secondly, they lack a transparent
Dvocessmg
the source does not explain how the

Tesuits have baen abtaingd, their relapilty s
doubtful. Thirdly, they feature sudden changes
in ratings without apparent reasons, especially
i thay benefl ore of the pertes. Fourthy

o e i s Ui B cn e
P u—nM«J\mul.wmu.m«mhmwkuuuum»xw

they lack stemative sources

auits, which indicates a

where emphasis is placed only on favourable
figures, while negative aspects are omitted,

R




Information sandwich

P What is it?

A tactic of destructive information in-

involves presenting misinformation or dis-
torted istamecis I the middle ge, ms aid_package
surrounding them with true or partially true  with truthful
facts. the

M What does it look like?

An example of using the aforementioned
tactic is an article by the Russian media outlet
2vezda entitled as ‘Reuters: US announces new
for Ukraine', which begins
information, presents a

entire text, making it more difficult to recognise
manipulation.

How does it work?

An information sandwich creates a sense
of logical and truthful presentation of events in

statement, and concludes with
truthful facts again, creating an impression that
the entire text s credible.

ity ik T Fsaciia sl fimchicuoe
refer )S is preparing the

amount of $1 billion'. This corresponds to official
statements and creates the impression of an

the reader, while the hidden
within the message. First, they present truthful
information, thus building trust, and then put a
manipulative or misinforming message in the
middle, which is the main purpose of the text. It

es the plausibility and reinforces
the impression that the entire text is reliable.

How to identify it?

Firstly itis an unexpected change n tone.
The text may start with an objective presentation

information.
e, e
W
Routers:US propares to provide newmitary aid packa
Routers U propares o rysid package
oo U ity i pcsg s e s

Middle layer

Furtherinthe text,a
oduced: Earlier,

pbtarieis Secondly, there is a of

The

hi

which
makes the reader perceive th

e
a logical conclusion drawn f

itoss: bt they ony Mippor carsin pars of
he main manipulative message
Tomain bereft of supportive avidence

How to deal with it?

Verify the sources of each statement
separately, paying special attention to the

the aid to Kyiv.

senators believe that Washington is o blamefor
the huge number of deaths among Ukrainians’
‘The actual Washington Post article is not talking

in_military support for lsrael’. This is reliable
information that again makes the reader think
that the entire text is objective.

e e et it

middle part of the message ss this i whare eyt ot
manipulation is hidden. It is o e et e
mportant s soparats mfmma(mn  ad araiyse

as not to

perceive s misinforming lement 25 3 fogical
continuation of truthful facts.



Lost in translation

. What is it?

A tactic of destructive information in-

the interests of manipulators. It is also possible
0 creats s desired rarrathg i an nternations!
context by st mphasis or distorting the
iareretation of the translation

m How does

Individual words or phrases can
translated in a way that makes the expression

work?

the overall perception of the statement. Omitting
words cantermove imprtant clarficatons, while
added terms Another
wor 1 to changs the puncuustion or spi sen
tences. For example, rearranging full stops and
commas in long paragraphs can give the text a
completely different meaning, allowing for the

esired context. The distortion of quotes, where
individual phrases are taken out of context and
presented as if they support or criticise certain
events, is also a common occurrence. This results
i falsenarratives that can nfluence mtenational
policy and public opinion.

How to identify it?

Pay attention to the discrepancies be-
tween the original statement and its translation.
If a phrase sounds too radical, emotional, or
does not align wi

of a person or organisa
of distortion. Always check if there is access
to the original source and compare several
independent translations. Texts are particularly
suspicious when there are no references to the
original or when the quote differs across sources.

. How to deal with it?

Itisimportant to use verified sources and
seekouttheprimarysourcesofofficialstatements.

not to trust translations that have no references
to the original context.

What does it look

e?

i propagandiis, dlaioiad (e
statemant of former NATO Secratary General
o Sl ciaiming that

aueged\y stated that Ukraine needed to make
concessions to resolve the conflict. In fact,
Stoltenberg emphasised the right of Ukrainians.
to independently decide what price they are
willing to pay for peace.




Presence effects

P What is it?

A tactic of destructive information in-
fluence that creates the illusion of the viewer's
direct participation in an event by using special
filming _techniques, style, and _emotional
background. It is used to enhance trust in
manipulative content, make it appear realistic,
and create a strong emotional impact on the
audience.

How does it work?

It is created through the psychological
mechanism of immersion, where the viewer

One of the most common methods is the
imitation of field filming, which includes sharp
camera movements, focus disruption, and
smstabie Tneces. i giowe the rpression shat
n is filmi in
e s s dlsas(er Anmhel
element of influence is dramat

whete '3 lourhalist o eyewltnese. presents
the event in an emotionally charged voice,
increasing the sense of urgency and significance
of the event. Editing and fabrication are often
used when a video is recorded in advance but
presented asifit were shotin real time. Emotional
g of casaiin, paric, arl dmtrviton piay
a special role. They evoke a strong emotional
Tt whih redices the axdichoss sty
to critically assess the information reliability.

How to identify it?

You can recognise the presence effect in
several ways. Suspicious filming quality: unstable
camera, low resolution, or focus issues may be
used to conceal editing. Strange time gap: the

i corded in advance.
independent confirmation: other sources or
itne: confirm the event. Overly

emotional delivery is a manipulative rhetorical
technique that focuses on fear, panic, or hatred
rather than facts.

A How to deal with it?

It is important to verify information
using several independent sources, analys:

chronology of events, and compare them with
actual facts. Video verification tools (such as
reverse image search) help detect fake or edited
content. Also look at the style and emotion of
the message—the more it tries to evoke fear or
anger, the higher the likelihood of manipulation.

m What does it look like?
In the propaganda video by RT titled

ews fror
reas!, several

the llusion of a live shot being filmed under
fire. These techniques are intended to evoke an
emotional response in the viewer and enhance
the sense of danger, regardless of whether the
depicted events reflect reality.

Whit fiiming a report at the Grayvoron checkpoint,the.
“lzvestia” i crew, came under mortar fie.



What is it?
A tactic of destructive information
ifluence involving taking individual words,

lines, or sentences out of context, leading to a
istortion of their original meaning. It is used
to manipulate public opinion snd creste false
impressions al nts or statements made
by officials. Contextomny can distort the meaning
o even truthful information, causing audiences
raw false conclusions and make decisions.
based on distoried facte

How does it work?

This can be done by truncating aeres
where important words are removed,
the statermant & completaly difierent reanig.
Another tool is the omission of key details that
explainor clarify the speaker's position. Theyoften
usea shiftin emphasis when a quote without full
conta creates o folee impresiion cf 8 paracals
organisation's stance. They sometime:
Change the order of werds or santances, thus
orting the logic of the statement and giving
it a different meaning.

How to identify it?

a quote seems controversial or too
acicalfo s aumcn e worth checking the full
us

impression that a certain person said more than
they actually did.

. How to deal with it?

Look for the full versions of quotes via
the primary sources, paying attention to official
documents and speeches. Make sure to use

dependent sources and pieces
that take somebody's words out of context and
give no explanation.

Contextomy

What does it look like?

s piopagarcie il the Vil
of Polish politician Michal Kaminski out of con-
fext, distorting their meanin and alleged that

talking about Ukrainans fighing for reedom,
democracy, and European integration, not just
otk one aspect precenied i maripulaive
way.




Gish gallop
. What is it?

tactic of destructive information in:
fluence mvmvmg overwhelming an opponent
with a large number of arguments, regardless of
thelr truthfulness, logic, or validity. lts purpose is
to overload the other person, making it difficult
to refute each statement, and to give the
impression of winning the discussion.

How does it work?

The opponent uses a large number of
statements that may be false, manipulative,
or incorrect, but presents them at a fast pace,
leaving no time for analysis. Due to limited
resources or time, refuting each point becomes
impossible, creating the illusion that the at.
tacking opponent has a strong pasition. Even i
st claims are unf
Gives an advantage in the dlspute.

How to identify it?

n be recognised by a large number
of arguments presented in a short period of
time, without detailed explanation or evidence.
They often repeat already debunked theses
to force the opponent to spend time on re-
explaining. The discussion is proceeding at a fast
pace, making it difficult to thoroughly analyse
each statement. Moreover, the ar

be unsystematic and lack logical connection,
which makes refuting them more difficult and
time-consuming.

How to deal with it?

is important not to try to refute all
arguments at one, but to e k

manipulative technique to overload the dis-
cussion. It is also useful to demand a detailed
explanation of each statement, forcing the
opponent to justify their words. Using the ‘one
statement, one response’ principle will help
you ignore false or insignificant points, thus
maintaining control over the discussion,

JIN What does it look like?
ol ————
example of this manipulative tactic. They rely
on a high dynamic of the discussion, where

pro-Kremlin hosts and experts overwhelm the
opponent or audience with a large number of
false, manipulative, or unsubstantiated claims.
and do not allow them to be refuted.




Whataboutism

What is it?

tactic of destructive information in-

and avoid discussing the issue at hand.
How does it work?

It works through diverting _attention
o creating false comparisons to avoid directly

issues, causing the other person to deviate
from ‘the main topic. This tactic i «
avoid responsibility, as instead of explaining

changes the direction of the conversation. It also
helps to divert attention from an uncomfortable
question, causing the discussion to_shift in
snother dirsction, Moreover, whataboutism
n be a means of discrediting an opponent,

m example, by accusing them or their side of

imilar or even worse actions to question their
horal Hght t criticse. This metnod & ofen
used in response to criticism of a particular
state's policy. For example, instead of discussing
actual violations, its suj

an attempt to divert attention from the issue at
hand.

How to identify it?

it can be recognised by the teH(a\e refusal
answer 8 specic avestion a5 the oppenent

refuting criticism, but at shifting the focus of the
discussion. Another sign is making comparisons
with past o present events that are unrelated
to the subject of discussion to create the illusion
that the situations are equivalent. This tactic may.

Z How to deal with it?

Maintain the focus of the discussion and
bring it back to the initial issue, preventing the
opponent from shifting the topic. It is important

pulations by emphasising that
the comparison provided is not relevant to the

engage in false comparisons, acknowledging
instasd that ther ssues may et bt this doss
not justify the situation being discusser

JIA What does it look

Russia_shifts

In its_statements,

particularly in Yugoslavia, Iraq, Afghanistan, and
Syria. Vasily Nebenzya, for example, uses such
comparisons during his speeches at the UN to
divert attention from accusations against Russia.

Nebanzyaremindod the West f thefcts s he Vogosty war

Russia's Permanent Representative to the
UN Security Council Advised the US to
Look at the Log in ts Own Eye

discussion to other actors of countries to change
the focus and avoid discussing the core issue.




Conspiracy theories

What is it?

A tactic of destructive information in-
fluence based on creating the impression that
there are secret conspiracies allegedly hiding
the ‘real truth', Conspiracy theories are used to
manipulate public opinion, undermine trust in
official sources, and destabilise society.

How does it work?

Conspiracy theories spread ~through
emotional impact and the illusion of a ‘hidden
truth' that is. anegealy bemg suppressed by

official sources. They use several key mechanisms.
The first is msuus( o olnenl oorcon whieh
makes people doubt governments, scientific

ot e claiming that they
hide the truth or manipulate information. The
second is manipulating fears, which is based on
using natural human anxieties, such as fear of
diseases, technologies, or external control, and
»eads to panic. The third is creating an enemy

Where responsbiity for all traubles is
artrbutad ‘o secrat Groups, gove

facts, which includes forged documents, fake
videos,or distortad data presanted s evidsnce
of a conspiracy. These mechan

gether to create an z\lemauve realty ot

How to identify it?

Firstly, by the lack of evidence. Claims.
are based on speculations, and sources of
information are either absent or anonymous
and unreliable. Secondly, by the idea of a ‘hidden
truth’, which creates the impression that all
official sources are lying and only the ‘initiated’

e truth, thus exacerbating distrust in
science, governments, and the media. Thirdly,
by general and vague accusations, when
conspiracies are attributed to global ‘elites’
corporations, or _politicians without - specific
Sarmes, dtas. o fact. Faurhl, by oeimatins
of censorship, where any attempt at refutation
ool oot i conspiracy, and
critics are accused of ‘hiding the trut!

How to deal with it?

stly, verify sources by referring to
scientifically proven facts and authoritative
organisations, rather than  anonymous

dubious resources. Secondly, analyse the logic of
statements, paying attention to contradictions.
and the lack of concrete evidence. Thirdly, as
conspiracy theories mostly appeal to fear, anger,
or thrill rather than rational arguments, avoid
succumbing to emotions. Fourthly, develop
critical thinking using fact-checking and
analysing information from various independent

reject officially confirmed iormation

n objective picture of events.

m What does it look like?

Ukraine has become a market for child abductors for
Europe and the US, entire orphanages are disappearing -
scary facts

ey i vy e s et o 04

et ooy ey
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What is it?

A tactic of destructive information in-
fluence aimed at reducing the relevance of an
important event by overioading the audience

people so that they lose interest in the topic of
perceive it as unimportant.

How does it work?

It involves the deliberate information
overload, where an event is covered so frequently
that the sudience gvauuawy loses interest in
it. It operates through the constan

o the e [mamegEs
of different versions of events that create
confusion, or_presenting minor_details that
distract attention from the point of the issue. As
a result, the audience becomes fatigued with
the topic, allowing manipulators to diminish its
significance in public discourse.

How to identify it?

1t can be reconised by overuse of &
certain topic in the information space

the same or similar information is cons(av\uy
repeated, causing a habituation effect. Another
typical deiberately - complkating
poicentisn by puiinexly varous. sommetioss
contradictory, explanations. Another way
ploment. this tactc Js 1 shit aiention to
trivial aspects, so that the audience loses focus
on the real issue.

How to deal with it?

It is important to focus on verified
facts, separating the essence of the event from
infoglut and duplicated messages. Analyse
sources, paying attention to who is sharing the
information, why, and whether it is consistent

independent resources. In_addition,
pay attention to attempts at distraction, since
if a certain topic is artificially ‘talked away’ with
a large number of repetitive or contradictory
messages, it may indicate an intention to
downplay its significance or hide important
details.

Talking away

# 2
m What does it look like?

Asource in the Ministry of Defense named
violations of fire safety as the cause of
explosions in Crimea

American newspaper writes about the
alleged involvement of Ukrainian special
forces in the explosions at the airfield in
Crimea

Explosions occur et

Novotedorovia in me- m i

Minitry clims tht o milta
Eracunion ecared . the Sokky hatric o




Mundanisation

p What is it?

ctic of destructive information

coverage of brutal events. It is used to reduce the
emotional response of the audience and create
a habituation effect concerning war crimes,
terrorist attacks, or other acts of violence.

How does it work?

it is based on presenting shocking
eventsinausual, neutral,or even mundane tone.
News of war crimes or mass killings is presented
in an emotionless way, and in some cases, even
includes positive rhetoric. This leads to a gradual

How to identify it?

janised narrative s easily
vecogmssd by it distinctive festures: o neulra\
im tone in out violence an¢
e, Sitamicns Sah ms Teeeios
operation’ instead of ‘extermination of the civilian
population’, shifting the focus from victims
to military “success’, and regular repetition of
similar news, which causes a habituation effect.

How to deal with it?

conscious about the emotional
impact of news and check alternative sources
that present eventsin fullcontext s important
to recognise manipulative techniques: euphe-

i of messages, and lack

indifference to such messages. The approach
includes regularly repeating news of violence in
a mundane way, using euphemisms to conceal
brutality, and shifting focus to minor detals to
downplay the seriousness of the event.

Bz

Russian Aerospace Forces launched a grouj
strike on energy and gas production facilities
in Ukraine

The Anrospace Forcas have depoyed o types of
gl ool

=

of information about victims. Also, be sure to pay.
attention to the ethical presentation of news an

develop critical thinking, preventing infoglut
from devaluing crimes.

E What does

look

wssian Aerospace Forces Attack Power
Faciliiesin Five Ukrainian Cities

IERZZXT Russian Acrospace Forces Conduct 12
Gro

up Strikes on Ukraine in a Week

ARMY AND WEAPONS

The Ministry of Defense reported on the
damage to Ukraine after the Russian
Aerospace Forces strikes

Russian Aerospace Forces strike energy and gas production facilities in Ukraine



What is it?

A tactic of destructive information in-

false perception of reality. It allows manipulators
to impose the necessary narratives on society,
forcing people to accept them as logically
justified.

How does it work?

Itis based on a logical fallacy, where one
concept is presented as another, which gradually
becomes ingrained In public consciousness as
the only correct one. Propaganda changes the
semantics of words, giving them the desired
meaning. It may be done through euphernisms
to soften negative meanings, creating false
logical connections between concepts, or im-
posing an alternative interpretation of events.

(& pua HOBOCTH
A e

War and special

Doublespeak

How to identify it?

It can be recognised by several signs:
replacing terms that have negative connotations
with neutral or positive ones, using false logical
connections, substituting causes and effects or
deliberately distorting concepts.

How to deal with it?

Carefully analyse the terminology used
in the media and official statements, check
the meanings of words using scientific and
professional sources, and also

Whether doublespeak is being
used to manipulate the perception of reality.

E What does

Ah
B et giog e thas semshing

expert explains the difference
between the concepts

the reasons and successes alme sMo

poLicY

Colone

Why the events in Ukraine are a

special operation, not a war

“Putin delayed until the last moment"

(=)

Ekaterina Lazareva




Sleeper effect

What is it?

A tactic of destructive information in-
fluence based on the psychological phenomenon
where a person remembers the content but
forgets the source. This contributes o the spread
of isifororion, s peaple inconchously per
ceive fal

How to deal with it?

Consciously verify the original sources
of information before disseminating i, even if
it appears convincing. It is good to develop the
habit of critical thinking by asking questions:
‘How do | know this?, ‘Can | find an official
for it?” One also void

Without rmembering whether thi Informatien
has been verified.

How does it work?

he media space is constanty flooded
TR kit i oo
ews oo the 9o, withoutt chacling the origina
source. After some time, they may recall a
certain narrative or fact without remembering
where it originated from. If the information was
false, because the brain does not associate it
with an unreliable source, it acquires the status
of a *common knowledge". This is particularly
effective on social media, where catchy headlines
anddramaticstatementsareaasiyremembered,
d th

needs to a
spreading information if there is no certainty
about ts accuracy, even if it seems plausible.

m What does it look like?

200 sher the acclipelion of Crimes,
Russian media actively spread the narrative
sating that ‘Crimea hat amays boen R

hat its ‘annexation restored _historical
Justice! niilly. this nformation: might have
been received sceptically, especially on the
international stage, considering its origin —
propaganda sources. However, due to the
constant repetiton and_integration of this
narrative into various c
crtically minded audiences oaoer 1o perceire

even if users do not reat

How to identify it?

It can be recognised in situations where

over time, forgetting Soout the original source
of that information. Thus, even if the initial
news piece was false, the information continues
to spread as an accepted fact, reinforcing

SER 16 8 Wit e i k) bwm emel
I have read it, but can't

whare: Such statements are often accompanied

byalack of specific facts or evidence. There i also

a trend towards the spread of unverified stories

that are later perceived as common knowledge.

Vladimir Putin:"Crimea has always been Russian”




‘Check it if you can’

What is it?

A tactic of destructive information in-
fluence where the enemy uses quotes from
authoritative international sources to promote
its narratives aimed at undermining faith in
Ukraine's future. However, these quotes cannot
beverified asthe quoted pieces are only available
to paying subscribers, making it impossible for
the wider audience to verify ther

How does it work?

ropagandists use paywalled inter.

vationsl Sorees claiming they contain critical

statements about Ukraine. Since most people

have access to primary sources, they

are forced to trust the information presented

without verification. This creates the illusion

of a negative attitude towards Ukraine in the

international context and undermines trust in its
prospects.

E How to identify it?

Signs of a party using this mechanism
include references to paywalled content without

attempt at manipulation.
FINANGIAL TINES

Become an FT subscriber

Try unlimited acce:
Only €1 for 4 weeks

How to deal with it?

To avoid being influenced by this tactic,
verify information using official statements and
Ukrainian media. If there is no access to the
original source, contact competent authorities

some specialised or partner foreign media,

2
m What does it look like?

n example could be the dissemination
that ‘the

of defensive engineering structures, it contained
no claims of a critical situation in that area,
However, given that most people are not
subscribers of the said media, they ca

Engineers are fighting: hereis o one to bulld defensive
forifications n the Ukrainian Armed Forces.

Sk ofthe Ursln e Fros s etz
because fth tuaton vt deensie e

e o Fnrci Timon: P for hm e ahocaiod
W oo e s o et
coninaion il iy ity anginers hvelong
een hrown o the front ies And ussl s avoncing
fasterand faster.

“We saw the engineering structures that the Russians built
anourland fwelad done e same. e stuatonwth
Pokrovsk would not have ed ey
cormmieeof the kol A Frcas orted o
the situaton.

Ukzanian victory - for some reason it s aiways in the
subjunctive mood.



False analogy

What

A tactic of destructive information in
fluence involving incorrect comparison of two
phenomena, events, or objects that have little
to no similarity. It is used to manipulate public
opinion, create false perceptions, and impose
misleading conclusions.

How does it work?

It is based on the assumption that if
two phenomena have one or several common
feaures, they are analogous in all azpects. AC
the same time, the key diflerences that make

comearizon incorract are. Jgnored
‘Afalse analogy can be used to discredit o oSty
certain actions, utilise doublespeak and create
the illusion of historical or political patterns that
do not actually exist.

How to identify it?

It can be recognised by several signs:
comparing two different phenomena without
considering the context and real differences;
using emotionally charged analogies that
provoke a strong reaction but lack factual basis;
artificial generalisation, wher

feature s presented as sufficient grounds for the
complete similarity of two phenomena

Hive of Evil: How the Ulcer of Nazism

Came to Ukraine and What to Do
About It

How to deal with it?

Analyse the logic of comparison and
check whether the analogy is truly correct when
taking all factors into account. It is important
to ask clarifying questions: do the compared
objects have enough common features? s this
analogy justified? Is it used to manipulate or
distort reality?

m What does it look like?
Russian propaganda usesa false analogy,

equating the actions of the Ukrainian miltary

e impression

of events unfolding in Ukraine.

€ PUA HOBOCTH

“There are no Nazis in Ukraine": Russia
and the West know and remember
different things about Nazism

UCTOPUS

Ukrainian Nationalism: A History of Deadly Transformation



What is it?

tactic of destructive information in-
fluence involving _ provocative, offensive, or
destructive behaviour in online discussions to

e both individually and as part
Bty ik ircindshison

How does it work?

Itis based on deliberately provoking op-
ponents through insults, sarcasm, distortion

from the topic. In the political and information
space, trolling is used to discredit opponents,
manipulate public opinion, and destabilise dis-
cussions.

Trolling

How to identify it?

Lok at the behaviour patterns: trolls
avoid reasoned discussion, provoke opponents
to respond emationally, change the subject, o
use aggressive rhetoric. Their messages often
contain personal attacks, sarcastic or derogatory
remarks, absurd analogies and fakes intended
o discraaR opponents o Information that & not
favourable to ther

. How to deal with it?
e main way of countering it to ignore

provocations and avoid emotional responses. It

to change the subject. If trolling is organised or
violates platform rules, it is advisable to report it
to moderators or block distuptive users.

m What does it look like?




False dilemma

P What is it?
tactic of destructive information in-

udience, ignoring
possible alternatives. This is a manipulative
technique that simplifies complex issues into
black-and-white solutions, forcing people to
choose the option desired by the manipulator.

m How does it work?

Itis based on ruling out intermediate or
alternative solutions, which allows manipulating
public opinion. A person is presented with a
Shokcavhers oieotion sdelberetaly portrayed
s cloarly negative and the other 35 the only
correct one. It forces the audier mal

decisions under pressure, without ccns\devmg

How to deal with it?

Analyse the situation to try and find
ather options and mioid hasty cancluons, Ask
yourself: ‘Are there other possibilities?', Is this
the only solution?, Am | being manipulated
into choosing between two options only? It is
important to pay attention to how information
is presented and whether it is simplified to an
extreme form

m What does it look like?

Russian propaganda uses a false
dilemma, imposing the idea that there are only.
two options: supporting the government o
facing the complete collapse of the country, such
a5 ‘Russia exists as long as Putin is in power. No
Putin, no Russia’. Such a technique manipulates

in political, miltary, and social propaganda.
How to identify it?

It can be recognised by wordings that
force peome to choose between two options
only, without considering alternatives. Its signs
include imposing a strict opposition (either you

emotional pressure that forces a choice under
the influence of fear or guilt.

of the future.

.

The Russian President spoke about the
thesis "Putin is Russia, Russia is Putin”

B ocdncontimednsmesstat ¢
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Lukashenko: If Russia Collapses, Everyone
e

Will D

] @@



Using jokes or memes

What is it?

tactic of destructive information
influence involving the manipulative use
of satire, sarcasm, caricatures, or memes to
discredic pose

ertain narrat
Tt "propoganca.campeign,
used for emotional impact and to reinforce
misinformation.

m How does it work?

his tactic is effective because joking
redicteahe il perception of information.
When a person perceives something as a joke,
they are less inclined to analyse the truthfuiness
of the message. A meme or mocks

How to identify it?
Manipulative messages incorporating
jokes can be recognised by the following
signs: emotionally charged content mockin
a particular group or phenomenon, distortion
of facts through exaggeration or simplification,
and repetitive visual or textual patterns spread
in coordinated campaigns. Another feature is
the absence of arguments. Mockery is used
instead of facts, which makes rational discussion
impossible.

. How to deal with it?

It is important to analyse the message
beyond the joke — can it be an intentional

certain events, politicians, or entire groups, thus
creating isconed, ssscciations.
Complex topics are often simplified, so ser
issues ars manipolatively presented though
caricatures or exaggeration. Repetition of memes
or jokes also reinforces certain stereotypes.

or an attempt at
If jokes are used to discredit or create negative
stereotypes, expose the true content of such

messages and explain their manipulative nature.
Moreover, do not spread memes or jokes that
distort facts, even if they seem innocent.

2
m What does it look like?




Stereotyping

What is it?

actic of destructive information
influence based on  sipified and Goperatic
representaton of a coran group of people
(including ethnic groups), ideology, or event. It
is used to impose false percepbons‘ exacerbate
social_conflcts, and create biased_attitudes
towards certain groups or phenomens.

m How does it work?

It works through repeated generalised
statements that do not consider the actual

or shape attitudes towards specific events o
individuals.

How to identify it?
it maniests a5 broad generlsations
ocks ordemonises

Cah the repcwen sgative
clichés that lack factual basis. ts signs include
emotionally charged labels, a lack of facts and
logical arguments, as well as portraying people
or phenomena as having exclusively positive or
negative traits.

How to deal with it?

It is important to critically evaluate
generalised statements, analyse information
sources and check facts. Avoid sharing content
that uses simplified clichés. A rational a

Fl

What does it look like?

Examples include propaganda claims
that ‘Ukrainian is Just a rural language!
imeians see sctally Lo Rmsieny, of e
that ‘Ukrainians are Nazis. These stereotypes are.
used 1o Justiy Russan imperiait narratives of
Russians' alleged 'superiority’, which creates a
distorted reality and manipulates public opinion.

rainian Nazism today: origin and ideological and
pottica ypeogy

Russian People’s Line

SCICEET

*Ukrainian is a rural dialect™

to information allows demolishing. artificially prbylpaiiclaies
e < Ifagus ond rechicing the. spect of
propaganda narrative:
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UNDER THE NATIVE SUN; GREAT RUSSIANS, LITTLE
RUSSIANS AND BELARUSIANS: 7R
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Russia’s influence

through films

What is it?

A Russian soft power tool_involving
festure fims and documentaries, TV shaws
and cartoons to promote narratives that
Benefit Russian propsganda. isual Images and
storylines make viewers subconsciously perceive
certain ideas as natural

m How does it work?

Russia puts into action the soft power of
films through total control over the film industry
and state funding for it. In particular, the Ministry
of Culture of the Russian Federation finances
through state-owned Film Fund large-
scale film projects that contain hidden or overt
propaganda messages.

For instance, Russian feature films actively
promote historical myths that benefit Russia,
including the cult of victory in World War If (for
example, Panfilov's 28 Men, 2016) or to justify the
annexation of Ukrainian territories as necessary
% s Puseghones [Comes, 201,
documentary flms, maripustive ntsrpretations
are substituted for facts, 25 in the so-
caed Investioations Sbout the Makdan svents
‘which are presented by Russian media as a'‘coup’
(Maidan: The Turn to War, 2022). At the same
time, Russian documentaries work to form a cult
of personality, which is particularly noticeable
in the film Putin (2018). TV shows like The Boy's
rd: Blood on the Asphalt (2023) contribute to

from the late
people’s perception of the normality of fiving by
the rules of the underworld. Meanwhile, Lilies of
the Valley. Such Tender Love (2024) romanticises

franchise The Three Bogatyrs (launched in 2004)
shows the government always acting wisely,
while its opponents, who can be interpreted as
the West or neighbouring states, are mocked.
Another work worth mentioning here is the
animated film Heroes Don't Die - Cartoons About

Tanks (2023) created by the HomeAnimations.
studio and currently popular on YouTube, which
is imbued with propagandistic clichés about the
‘greatness of the Soviet/Russian weaponry'.

Howsouer, e ociialy, ipromsins. fhess
films beyond its own information space: th
Barticinate. in Intarmatione Mim Toeks sre
released on streaming _platforms, broadcast
on foreign TV channels, and dubbed in foreign
languisges. Thi entariioment content Imposas
the image of a ty Russia’, standing strong
ageint & chactica pot st world

4| How to deal with it?

The influence of the Russian filmindustry
be countered using several strategies.

o scmaning on Itemational platfcrma: Mary
countries have already st doing 50 since
2023, but efforts 6 block. e Gimabution of
Russian films should continue wherever they
are still available. Secondly, we need to actively

mentaries like All Things
Ablaze (2014) debunk Russian disinformation.
Thirdly, it is important to support the Ukrainian
animation industry which creates cartoons, such
82 The Drogon Spefl (G0N, The development
the Ukrainian film industry, combined
Shen onraton hygiene regarding Russian
film propaganda, can effectively counter the
nfuence of this Kremin too!

What does it look like?






Russia’s influence
through esports

What is it?

A Russian soft power tool serving as
2w for propagaring testle peatves

of information influence.
Engagmg rilions. of players and viewers
worldwi

In addition to funding tournaments and using
esports to promote their narrative, Russian
organisations are also changing their registration
to circumvent sanctions and maintain eligibility
for_international competitions. For example,
Virtuspro, previously associated with ESforce
Holding, h: i

channel for spreading Russian messages and
manipulations. The aggressor state aggressively
exploits esports to legitimise its actions on

Tass audience, particularl the young peosle

E How does it work?

The Russian Federation actively invests
organisations

Roste
finance major esports events, thus promoting

Russian organisations.

The Games of the Future project, which
gomines emitoral o s espory and
s supported by the ment, is a

mple of the Doh(lasa(mn of esports. The
Toumament was n from 19 February
103 Miareh 2024 an had s badger of S58 milion
Vladimir Putin personally opened the event, and
the Games were widely covered and promored
by Russian and Belarusian

it
to compete again under its original name. Team
Spirit, which was based in Russia, opened an
office in Belgrade to avoid restrictions. Although
he teams are now playing under neutral flags,
e doub( that these changes are genuine,
e unofficial links to Russian
B e et tha systematic
use of legal loopholes that allow Russian teams
to remain part of the global esports community,
despite the sanctions imposed due to Russia’s
war against Ukraine.

How to deal with it?

To counter Russian influence in esports,
we need tostrengthen sanctions against Russian

content and limit monetisation for propagandist
streamers. At the same time, it is advisable
to develop independent esports initiatives,

international initiative.

Participation in the tournament effectively

eant taking part in Russian propaganda’s
information campaign, which did not raise any
objections from teams from East and Southeast
Asia because of their countries' traditional
neutrality in the Russian-Ukrainian war. The
event's participants included teams from China,
India Turkey, Saudi Arabia, Mongolia, Cambodia,

and countries, which confirmed the
el esports organisations from regions
that have not imposed sanctions on Russia in
such events.

organise without the
of Russian teams, and create alternative
platforms for players from democratic countries,
which will help remove political manipulations.
from the industry.

m What does it

look
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Putin congratulates Team Spi
International 10

on winning The

Games of the Future: Russia’s
daring $58m state-funded ‘esports’
event

The Russian team Team Spirt beat the Ukrainian NaVi and
won the BLAST Premier:Spring Fnal 2024 tourament in
Counter-Strke 2.




Russia’s influence
through literature

What is it?

Russian soft power tool mvolvmg book
pubhshmg journalism, and academ
T, promets. poliical cultural, and Kistorcal
narratives that further the interests of Russian
propaganda. Literature makes a lasting impact,

Translations of Russian literary works play a
special role in the international arena. Books
by Alexander Dugin, such as The Fourth
Political Theory, are actively distributed in
European countries, influencing right-wing and
conservative circles.

as Russia shapes
it, strengthens its imperial identity, and just
its aggressive policy through fiction, historical
research, and educational resources.

How does it work?

Literature is used by Russia as a means
of spreading its ideology through educational
cultural

of supporting Russian literature contributes to
imposing the status of the works by Russian
classics as an integral part of the global cultural
heritage, while alternative perspectives are
marginalised. This also applies to contemporary

(Autumn Visits), Alexander Dugin (Foundations
of Geopolitics] promote the ideas of the
‘Russian World', geopolitical revanchism, and
confrontation with the West.

Hasorical_rondicion and loumsiam that
openly distort and construct a
parallel historical reahly Tepresent yet anather
direction of this work. For instance, the Kremiin

Quite a few Russian publishing houses, such as
Ehsr Tnentrpaiign, of Vauss, scthely tepfcate

with a distorted interpretation of history,
meveby heloing o buld poplar suppert for the
Kremlin's current aggressive policy. For example,
the books by Viadimir Medinsky (War. Myths of
the USSR), Aleksey Isayev (The Great Patriotic
Alternative), Alexander Dugin (Ukraine My War.
A Geopolitical Diary), Eduard Limonov (Kyiv
Kaput), or Nikolai Starikov (Ukraine. Chaos and
Revolution — of the Dollar) justify
imperial wars, deny Ukrainian independence,
and propagate conspiracy theories.

to0l of Russian propaganda. The book
Patriotic Stories for Schoolchildren, authored

of heroes with state control and authoritarian
Ppower.

How to deal with it?

Russian influence can be countered by
promoting Ukrainian and foreign literature that

propaganda books, particularly by
Therm fom cultural programmes and festivals

m What does

look
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Russia’s influence
through music

2

What is i

A Russian soft power tool involving
popular, academic, and patriotic music to
promote  ideological narratives, strengthen
imperial identity, and shape the desired public
‘worldview. Overall, music is a powerful emotional
tool that helps legitimise Russia's aggressive
policy, srangthen the.cult o perscally and
create the impression of rallying behind t
regime.

How does it work?

Russian regime systematically sup-
ports performers who promote the propaganda
narratives they need. Hosting patriotic concerts,
funding state music awards, an

disobedient figures create an_environment
‘where performers loyal to the Kremlin dominate.
Events such as the Spasskaya Tower festival, 9

Collectively, such measures are used by Moscow

e image of Russia as a ‘great cultural

which reinforces its claims to global
influence.

Speaking of Ukraine, Russian music had a huge
influence on the Ukrainian audience until 2022

while songs like 'The City Which Doesn't Exist
Know' (Maksim)
continued to be part of our pop culture. Since
the beginning of the full-scale invasion, Ukraine
has been limiting the presence of Russian music

by introducing legisiative bans on broadcasts
and live performances by Russian singers
However, even after 2022, attempts to restore
Russian influence through music continue —

May (Victory Day) concerts, or
for military audiences turn music into a tool for
mobilising the population. This trend is evident

pop culture. Since the beginning of Russia's
full-scale invasion of Ukraine, songs supporting
‘Russia,

been actively promoted on Russian TV channels
and platforms. In addition, perfor ho
support the war have been recording special
music videos, including Lyube's Through Tall
Grass, Polina Gagarina's ‘Cuckoo' (a military
version), Denis Maidanov's ‘Russia, Go Ahead,
or Victoria Daineko's Toward You' It is also
worth emphasising that propaganda music is
actively used to engage young people. Songs
fike Everything for the Front or Whare Ao Yo
Now, Comrades-in-Arms?’ are performed during

and universities, where kids are
made to sing along.

The projection of Russian soft power to foreign

Performers spread pro-Kremiin messages

h
= VI Mk o Yaida e, o L thelf
Zdlence n Uica

How to deal with it?

To counter Russian influence through
music, it is important to limit live performanc

extend these restrictions to streaming services.
andinternationalfestivals. Asfor Ukraine, we need
to continue with the policy of displacing Russian
music and developing our own music industry.
Strong support for Ukrainian performers and
labels will help eliminate Russian influence and
strengthen the national cultural space.

M What does it look like?
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Russia’s influence
through sports

What is i

ssian soft power tool involving
international and national sporting events that
aim to enhance Russia’s image, demonstrate
its supposed ‘greatness’, and promate political
narratives. Sports is an effective soft power tool,
as it allows Russia to maintain connections even
in poltical isolation. At the same time, hosting
major sports tourmaments crestes the lision
ful state which is a
rmponen( player on the world stage. Sports is
also used to strengthen patriotic sentiments
inside the country, with the victories of Russian
athletes being presented as an achievement of
the state and a symbol of its power.

work?

How does

Russia uses sports as a soft power tool in
severalways.Firstandforemost,itdoessothrough
the organisation of international tournaments
that allows It to strengthen diplomatic ties and

Cup (2018) became the Kremlin's projects aimed
at showcasing the ‘revival of a great Russia’

Aother Importine sspect i he. prassncs
Russian  officials in spons

Another soft power toolis the activities of Russian
athletes, who are recruited into pro-Kremiin
events and political campaigns and turned into
cogs ofthe state propaganda machine. Examples

skater Alina Zagitova, who openly support the
war.

Another element of Russia's sports soft power is
holding competitionsfor veteransof the so-called
‘special military operation, such as "Heroes of
Our Time', which are aimed at glorifying Russian
military personnel who participated

against Ukraine. These events are used as a tool
of ideological influence, as their pas are
portrayed as ‘heroes defending the homeland’,
while the events themselves are widely covered
by state-controlled TV channels to legitimise the
war and mobilise public support.

How to deal with it?

To neutralise Russian influence in sports,

a ban on athletes participating under a neutral
Restricti

urgamsauens where they continue t

start of Russia's full-scale invasion
oF Untaine. For axampe, Russion tennie player
snamu Terpishchey sil st on the Intemational
olym

clubs from European team sports competitions,
should be expanded to prevent Russia's return
to global sports. Ukraine's partner countries
should refrain from halding competitons in

S i el zdvan(ageous decisions,
minimise sanctions, and find loopholes to return
tothe global sports community.

Russia’s financial influence plays an important
role in promoting Russian soft power. For many
yoars, Russian companies including Gezprom
have ' fin: international
facierations, alowing Rusts 10 infiuence gloal
Sports p

ith Russian sponsors,
2 did Scha\ke 04 by terminating its contract
with Gaz

m What does

look







Russia’s influence
through churches

What is it?

A Russian soft power tool involving
churches, the clergy, and the faithful to promote
state ideological narratives, justify aggression,
and strengthen Russia's influence within it
borders and internationally. Through a network
of controlled church structures, missions, an
aducational Inatitutions, the Krermiin prometes

Some Orthodox groups on Mount Athos also
actively promote the idea of Russia as a ‘defender
of traditional values' in contrast to ‘Western
decadence’

For the Kremlin, an important aspect of the ROC

activitieshasbeen tscontrol over someOrthodox

parishes in_Ukraine, particularly through the

structure of the Ukrainian Orthodox Church
Until20:

Serbia, Montenegro, Greece, and Moldova.

How does it work?

The central role in the projection of this

type of the Kremlin's soft power is played b

the Russian Orthodox Church (ROC), which

closely collaborates with the regime and acts

as a mouthpiece for Kremlin policy, particularly

promoting the concept of the Russian Worid
he

civilisation, It is preci
as the ideological justification for aggression
against neighbouring states, particularly Ukraine,
‘which the Russian Federation seeks to portray as
part of the aforementioned 'single space’

R Lt By o A
the s among its faithful, but also actively
Bancipaes I Jeihirg snd g mibtary

mobilised soldiers. In 2022, the ROC inaugurated
the Main Cathedral of the Russian Armed Forces
in Moscow, where religious motifs are combined
with militarism, and scenes of war are presented
as a sacred mission.

Morecvarytha: KOC sprends, Rimsia fencly
narratives through the international Ortl
communtty. For instance,  Russian church
structures in Europe, Africa, and the Balkans
are used to strengthen Russian influence and
discredit the Kremlin's opponents. Indicatively,
the Serbian Orthodox Church supported anti-
government protests in Montenegro in 2020.

a powerful agent of Russian influence, spreading
pro-Russian messages, objecting to Ukrainian
independence, and hindering the development
of the Orthodox Church of Ukraine (OCU). After
the full-scale invasion, the activities of the UOC
(MP) have been significantly restricted, but its
elements still operate in Ukraine.

How to deal with it?

Church activities as part of the Kremlin's

expose the role of the ROC in spreading Kremin
propaganda, help believers distinguish between
religion and political manipulation, and initiate

3 < i
should be urged to distance themselves from
he Moscow Patriarchate, thus weakening its
influence.

A What does it look like?
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Russia’s influence through
the cultural centre network

What is it?
A Russian soft power tool used to shape

public opinion, promote ideological narratives,
and expand the geopolitical influence ~of
r the guise of

language, and

Borsgiopspicosminerafisuiduio
tool. They create the illusion

their events political messages that further the
Kremlin's interests.

How does it work?

The Russian cultural centre network
operates by engaging in information, educa-
tional, and cultural _expansion. They host
language courses, exhibitions, film screenings,
writer_meetings, and conferences that serve

posing historical and political

countries, while
spreading pro-Russian rhetoric.

In this context, we should pay particular
attention to the Kremlin's attempts to engage its
ultural centre network in ‘cultural diplomacy,
specifically by promoting the image of Russia asa
great cutura powsr through clasical tersture,
rsic, or balle. The offcial polley of promoting
Russion, clasics. contributes 0. Imaosing. the
status of the works by Dostoevsky and Tolstoy as
acintegl patel the ool culturaleiage This
reinforces of Russia’s uniqueness
nd moral supenouly‘ creating the illusion of
»(s chvlsational supremacy. Similry. classcal
articularly the warké of Tehaikoveley an
Rachmaninof, & used to shape the perception o
Russia as a country with deep cultural traditions,
justifying its claims to global influence.

Weshould pay particular attention tothe network
ct

under the auspices of Rossotrudnichestvo—a
state agency responsible for ‘promoting inter-
national cultural cooperation’ In fact, these
centres perform information, propaganda, and
intelligence functions, serving as tools of hybrid
warfare.

On 15 January 2025, the Russian House in Berlin
hosted a language club session, during which
participants embarked on a virtual journey’ to
the Rusian ciy of Yelaterinburg and learned
out the works of Russian writer Pavel Bashkov.
The next day, the centre started screening the
ussian TV series The Boy's Word: Blood on the
Asphalt, created with financial support from
the Russian government-funded Institute for
Internet Development. The supervisory board
of this institution includes key figures of the
Russian propaganda, including editor-in-chief
n and deputy head of

rt of a broader cultural expansion, where
literature, language, and media content are used
as soft power tools.

. How to deal with it?

To counter the influence of Russian
cultural centres, it is necessary to impose
sanctions and restrictions on organisations that
spread pro-Kremlin propaganda under the guise
ofculturaldiplomacy. tisimportant toinvestigate
their activities, expose connections with Russian
security services, and raise public awareness
about their true purpose. An alternative should
be offered, involving the support of independent
cultural initiatives and transparent monitoring
of funding to prevent using the culture as an
instrument of political influence.

JIA What does i

look like?



Eapc:na
P 27crpan B 28 uewrpos

PPN =
"The Boy's Word. Blood on the
" Asphalt” to be shown in Berlin

e e i, srg ot et i T oy
o e T g e, o 5 e o ey svn




Russia’s influence
through educational
programmes and grants

What is it?

A Russian soft power tool used for
the ideological education of young people,
consolidation of elites loyal to the Kremlin,
and promotion of narratives advantaging the
Kremiin regime. Under the guise of supporting
ducati

ranks, and collective activities, children develop
an illusion of a social mission, which hinders
critical thinking and contributes to the creation
of a society with a high level of obedience and
readiness to fulfil the political tasks set by the
Russian state. This policy is a deliberate strategy
of assimilation aimed at destroying the ethnic

Russia funds programmes that contribute to the
entrenchment of propaganda messages and
justification of its foreign policy. This allows it to
extend its influence in strategically important
regions and engage in long-term cultural and
political expansion.

E How does it work?

The Russian regime actively uses
educational programmes and grant initiatives
to exert control over young people, specifically

society througl

programmes held at the level of schools and

higher ~ education _institutions.

specialised educational courses focusing on

the gloification of istorical svents, partculary
ose linked to the Sovi

their links
with their ancestral culture and imposing the
Russian identity as the only possible one.

Russia also actively uses grant programmes as an
influence tool, with the Grants of the President
of the Russian Federation holding an important
place a Thay are simed st funding
projects in science, culture, education, and yout?
policy thus cresting mechanism for Dvommmg
miin narratives. These programmes a

Seacveintarnporary CooupledCamamwhere
they are organised by the State Committee for
Youth Policy of the Republic of Crimea. Grants
are used to consolidate Russian political and
cultural influence, integrate young people into
state ideology, and foster loyalty to the Russian
regime.

gy EopAaan the oraubor of & Sl oF
leadership and discipline.

For wxample, in schools in the temporsiy
occupied territories of aine,  Russia
implements  programmes, B
Spirit, aimed at ideological indoctrination of the
to the occupying

initiatives are aimed at
strengthening children's dependence on Rus-
sian state narratives and moulding them into
‘proper’ citizens ready to serve in the Russian
military. Moreover, youth movements, such as
Movement of the First, are used as platforms

for political education, teaching children to act
in alignment with the ideological models set
by the authorities. Through a system of badges,

They create
. How to deal with it?
tRussias
educational programmes and grants, it is

Ry 5 Hogdion indepandert sducatcrs)
programmes  that would promote critical
thinking and national identity, especially in
regions where Russia is attempting to establish
its ideological control. It is also necessary to
mienlher graht progtarivies that may be tsed
to promote Kremlin narratives and expose their
rut urpose through miermation camealgns

m What does it look like?
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Russia’s influence
through historical

revisionism
. What is it?

n soft power tool involving the
sys(emm Gistortion of historical facts o Justty
the current poiy, strengthen imperil dsoloa;
and impose the worldview re

Kremiin: Russia activly uses thi tool, aering
the interpretation of historical events to create
the image of a ‘great power' that invariably
influences the most important geopolitical
processes.

How does it work?

rall, Russian historical  revisionism
focuses on several areas: rewriting the history
of World War Il using the myth of the ‘liberating
mission of the USSR’ and denying the Stalinist
crimes, denying the existence of Ukrainian
statehood and imposing the narrative of Ukraine
being @ Mistorical part of Russis, distorting
the events of the break-up of the USSR, whicl
is presented as the ‘greatest geopolitical
catastrophe’, as well as discrediting the West by
accusing it of supporting Nazism, imperialism,
and Russophobia.

One of the most influential aspects of the
Kremlin's historical revisionism is state inter-
vention in historical studies. Institutions like
the Russian Historical Society (RHS) and the
Institute of History of the Russian Academy of
Sciences (RAS) actively work in Russia to create

Is omits facts al
2nd glorifios the reunifcation
Russia in the T7th century: Particular attention
should be paid to Viadimir Putin's personal
interventions in the historical discourse, which

to shift the responsibility for the start of World
War Il onto the West and justify the Molotov-
Ribbentrop Pact. These articles shape the official
position of the Kremlin, becoming the basis
for educational programmes and propaganda
campaigns.

The cultural aspect of historical revisionism is
also worth emphasising. For instance, Russia
routinely produces films and TV shows
create myths about the ‘great victory' of the
USSR and Ukraine being a
the film Crimea (2017) justifies the annexation
of the peninsula, while the TV show Union
of Salvation (2019) distorts the history of the
Decembrist revolt to emphasise the ‘pernicious
Infliance fof the West s Russian

assies, Rossotrudni Kremiin-
Controlled pro Ruseian organisations promors
et vorsiors of ritery In Eukropedn s Asien
countries. These efforts are particularly active
i the past.Soviet countries where Rusda tres
to restore its influence, for example, through
the popularisation of Soviet symbols and the
celebration of Victory Day.

How to deal with it?

Historical revisionism is a dangerous
Russia's soft power tool that justifies aggression
andharmsthe national identityofother countries.
Efforts to counter it should be based on facts,
open archives, and international cooperation. It
is important to expand independent historical
researct s and to
support historians and projects that document
the crimes of the USSR and today's Russia. It
is also necessary to protect historical truth in
the information space by exposing fakes in
international media, developing alternative do-

ft power arsenal. For instance, Putin regularl
Biblahe Historica Saneys coaing narmatives
important to the Kremiin. I

Fistorieal Unity of Russians and_ Ukainians
(2021), he denies the existence of Ukr
a separate nation, calling them ‘one nation’ (that
is, Russians). In 2020, Putin published a piece
in The National Interest where he attempted

campaigns to counter Kremlin manipulations.

JIA What does it look like?



Viadimir Putn's article “On the historical
unity of Russians and Ukrainians”

Putin: The Real
Lessons of the 75th Anniversary
of World War I




Russia’s influence through
loyal political structures

What is it?

A Russian soft power tool used to
promote Kremlin interests through the creation
and support of pro-Russian polfical forces
movements, and  organisations in_countries
that wre of satagle m(evss( in the Rumien
Federation. perf

Funclans ot Intarmat degmolimation egfimisng

used to influence electoral processes and shape
the country’s political course.

How does it work?

sss funds and supports poltica
forces that spread Kremlin messages, advocate
for & compromise with the Aussian Fedevanon
promote a em rhetoric,

Undermin the unity of Ukrainian soclety. Betore
the full-scale Russian invasion of Ukraine, the
main agent of Russian influence was Viktor
Medvedchuk, a politician closely linked to the
Kremlin, a co-leader of the Opposition Platform
~ For Life (OPFL) party, and the effective owner

ic integration efforts, an
on fostering a pro-Russian electorate. After the
ban of OPFL, Russia created a project titied

h is a political initiative

aimed at engaging with Ukrainians living in the

occupied territories or those who have moved to
Russia to form an ‘alternative’ Ukrainian political

he
appearance of support for Russian occupation
administrations among Ukrainians. This is yet
another Russian soft power tool used to discredit
the Ukrainian authorities, create the illusion of
an ‘internal conflict’, and justify the aggression
of the Russian Federation.

How to deal with it?

To counter Russias influence through
loyal political structures, it is important to
publicly expose their connections with the
Kremlin and strictly regulate their media
influence on society ent bodies should
ensure control over political financing to prevent
the nfitation of Russian money into domestic
political processt ition, we need
Intoniiy Counterropaganda rat wil expose
Russia’s attempts to legitimise its occupation
administrations through projects like Another

R
attompts to restors its influence through loval
political forces.

m What does it look like?
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